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Where the mind is without fear 

Where the mind is without fear and the head is held high 
Where knowledge is free 
Where the world has not been broken up into fragments 
By narrow domestic walls 
Where words come out from the depth of truth 
Where tireless striving stretches its arms towards perfection 
Where the mind is led forward by thee 
Into ever-widening thought and action 
Into that heaven of freedom, my Father, let my country awake 

- Rabindranath Tagore 
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ISCA Lecture Schedule 

(Total Duration: Two Months / 48 Lectures Approx.) 

Chapter Start Date Finish Date Duration 
(48 Lectures) 

Ch 1* 
Concepts of Governance and 
Management of Information 
Systems 

Ch 2* Information Systems Concepts 

Ch 3* Protection of Information 
Systems 

Ch 4* Business Continuity and 
Disaster Recovery Planning 

Ch 5* 
Acquisition, Development and 
Implementation of 
Information Systems 

Ch 6* Auditing of Information 
Systems 

Ch 7* Information Technology 
Regulatory Issues 

Ch 8* Emerging Technologies 

Morning batch: 10.15 – 11.30 AM (Apr-May, Aug-Sep, Dec-Jan) 

Evening batch: 5.30 – 6.45 PM (Feb-Mar, Jun-Jul, Oct-Nov) 

Address: 17, Luv-Kush Nagar (First), 
Near JP Underpass, Sahakar Marg, Jaipur 
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Strategy for winning in ISCA 
 
 
 
 

1. Consistency: Give time to this subject on regular basis, just 45 minutes, 
but daily. Do not leave this subject for last month preparation. 

 
 

2. Keep Writing: Learn by writing bullet points again and again. Writing 
will make it easier to remember the points. 

 
 

3. Revise: This subject requires repeated revision. 
 
 

4. Conceptual Understanding: This subject requires both learning  + 
conceptual understanding. Learning helps to answer the questions in exam 
but learning cannot be done without conceptual understanding. 

 
 

5. Mock Test: Please appear for mock test one month before exam. This will 
help you to gauge your performance well in advance. 

 
 

6. In Exam: Read the question very carefully in exam to identify and locate 
the correct chapter and paragraph. Misidentification is the major reason 
for securing less marks in this subject. 

 
 
 

Wish you all the best 
 
 
 
 

CA Sumit Shanker 
 

17 Luv-Kush Nagar – I 
Sahakar Marg, 
Jaipur - 302015 

 
 
 
 
Important: This book is only meant for revision 
purpose. For detail discussion please refer 
comprehensive notes on ISCA by Sumit Shanker. 
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 1) Sumit Shanker (FCA, DISA, CISA)

CHAPTER 1 – QRP 

Concepts of Governance and Management of 
Information Systems 

Key Topics: 

1. Governance and Internal Control

2. IT Strategy Planning

3. Risk Management

4. COBIT 5 and IT Compliance Review

◙ Key concepts of Governance:

1. Governance:
- means to steer or control any system
- evaluating, directing and monitoring performance.

2. Enterprise Governance:
- means  the  mechanism  used  by  the  top  management  to  direct  and  control

enterprise. 
3. Corporate Governance:
- means the system by which a company is directed and controlled 
- it includes the structure and process for the direction and control of companies. 

◙ Corporate Governance and IT Governance

Benefits of Governance: Major benefits of governance can be summarized as follows: 

i) Achieving enterprise objectives
ii) Transparent framework for decision making
iii) Desirable behavior in the use of IT
iv) Desired business processes
v) Providing stability in organization
vi) Improving customer satisfaction
vii) Effective and strategically aligned decision making
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 2) Sumit Shanker (FCA, DISA, CISA)

Governance Dimensions 

1) Conformance
(Corporate Governance Dimension) 

o provides a historic view
o focuses on regulatory requirements.
o covers the roles of the chairman, CEO

and BOD
o covers audit and assurance
o oversight mechanisms

2) Performance
(Business Governance Dimension) 

o provides pro-active view
o business oriented view
o forward looking view
o focuses on strategy and value creation
o understand risk

◙ IT Governance and GEIT:

IT Governance: IT Governance refers to the system in which directors of the enterprise 
evaluate, direct and monitor IT management to ensure effectiveness, accountability and 
compliance of IT. 

Key practices to determine status of IT Governance: Some of the key practices, which 
determine the status of IT Governance in the enterprise, are: 

o Who makes directing, controlling and executing decisions?
o How the decisions are made?
o What information is required to make the decisions?
o What decision-making mechanisms are required?
o How exceptions are handled?
o How the governance results are monitored and improved?

Benefits of IT Governance 
o Increased value delivered through enterprise IT
o Increased user satisfaction with IT services
o Improved agility in supporting business needs
o Better cost performance of IT
o Improved management and mitigation of IT-related business risk
o IT becoming an enabler for change rather than hindrance
o Improved transparency and understanding of IT’s contribution to the business
o Improved compliance with relevant laws, regulations and policies; and
o More optimal utilization of IT resources.

For every defined benefit, it is critical to ensure that: 
o Ownership is defined and agreed
o It is relevant and links to the business strategy
o The timing of its realization of benefit is realistic and documented
o The risks, assumptions and dependencies are understood, correct and current
o An unambiguous measure has been identified; and
o Timely and accurate data for the measure is available or is easy to obtain.
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 3) Sumit Shanker (FCA, DISA, CISA)  
 

 
 
 
Governance of Enterprise IT (GEIT): The primary objective of GEIT is to analyze the 
requirements for the governance of enterprise IT, and to put in place and maintain effective 
enabling structures, principles, processes and practices, with clarity of responsibilities and 
authority to achieve the enterprise's mission, goals and objectives. 

 
Benefits of GEIT 
o Consistent approach integrated and aligned with the enterprise governance approach 
o IT-related decisions are made in line with the enterprise's strategies and objectives 
o IT-related processes are overseen effectively and transparently 
o Compliance with legal and regulatory requirements 
o Governance requirements for board members are met 

 

Key governance practices of GEIT 
i) Evaluate the Governance System 
ii) Direct the Governance System 
iii) Monitor the Governance System 

 
◙ Corporate Governance, ERM and Internal Controls 
Some of the best practices of corporate governance are as follows: 
o Clear assignment of responsibilities and decision-making authorities 
o Interaction and cooperation among the BOD, senior management and the auditors 
o Strong internal control systems 
o Independent internal and external audit functions 
o Monitoring of conflicts of interest 
o Financial and managerial incentives to act in an appropriate manner 
o Information flows internally and to the public. 

 

ERM: Enterprise Risk Management 
• Before implementing controls it is important to consider the overall business risk 
• Sarbanes Oxley Act (SOX) in the US focuses on the implementation and review of 

internal controls 
• SOX has used COSO framework as a guide for implementing risk management and 

internal controls. [COSO-Committee of Sponsoring Organizations of the Treadway Commission] 
• Definition of ERM: “Enterprise risk management is a process, effected by board of 

directors, management and other personnel, applied in strategy setting across the 
enterprise, designed to identify potential events that may affect the entity, and manage 
risk to be within its risk appetite, to provide reasonable assurance regarding the 
achievement of entity objectives.” 

 

 
 
Internal Controls 

 

(a) Responsibility for Implementing Internal Controls: Chief Executive Officers (CEOs) 
and Chief Financial Officers (CFOs) personally and criminally liable for the quality and 
effectiveness of their organization’s internal controls 

(b) Internal Controls as per COSO: According to COSO, Internal Control is comprised of 
five interrelated components: 

1. Control Environment 
2. Risk Assessment 
3. Control Activities 
4. Information and Communication 
5.  Monitoring 

(c) Clause 49 of the listing agreements issued by SEBI requires the implementation of 
enterprise risk management and internal controls and holds the senior management 
legally responsible for such implementation 
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 4) Sumit Shanker (FCA, DISA, CISA)

◙ Role of IT in Enterprises
o Strategic and competitive advantage
o Online services
o Transform business process
o Impact on internal controls
o Organizational restructuring

◙ Business and IT Strategy
• Management Strategy determines the overall path and methodology
• Strategy is formulated by the senior management
• There is a fusion of IT strategy with business strategy
• Every enterprise needs to have an internal control system
• Auditors could be involved in providing assurance and review of internal controls
• IT department should define their strategies and tactics to support the organization
• Metrics and goals are established to measure IT perform on a tactical basis

◙ IT Steering Committee: The senior management may appoint a high-level committee to
provide appropriate direction for IT development. The key functions of the Steering 
Committee would include of the following: 

o To ensure that long and short-range IT plans are in tune with enterprise objectives
o To establish size and scope of IT function and sets priorities
o To review and approve major IT deployment projects in all their stages
o To approve and monitor key projects by measuring result of IT projects in terms of ROI
o To review the status of IS plans and budgets and overall IT performance
o To review and approve standards, policies and procedures
o To make decisions on all key aspects of IT deployment and implementation
o To facilitate implementation of IT security within enterprise
o To resolve conflicts in deployment of IT
o To report to the Board of Directors on IT activities on a regular basis.

◙ IT Strategy Planning: Planning is basically deciding in advance ‘what is to be done’, ‘who
is going to do’ and ‘when it is going to be done’. There are three levels of managerial activity 
in an enterprise: 

• Strategic Planning: Planning done by top management
• Management Control: Process to assure that resources are used effectively
• Operational Control: Process to assure that specific tasks are carried out effectively and

efficiently. 

IT Strategy planning in an enterprise could be classified into the following categories: 

(i) Enterprise Strategic Plan: It provides the overall direction, mission, strategic 
objectives, an assessment of environmental. 

(ii) Information Systems Strategic Plan: It focus on balancing IT opportunities and IT 
business requirements. Some of the enablers of the IS Strategic plan are: 
• Enterprise business strategy
• Inventory of technological solutions
• Monitoring the technology markets
• Feasibility studies
• Existing systems assessments
• Enterprise position on risk, and
• Need for senior management support
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 5) Sumit Shanker (FCA, DISA, CISA)

(iii) Information Systems Requirements Plan: It defines information system architecture 
i.e. the major functions needed to support planning, control and operations activities. 
Some of the key enablers of the information architecture are: 
• Automated data repository and dictionary
• Data syntax rules
• Data ownership and security classification
• An information model representing the business, and
• Enterprise information architectural standards.

(iv) Information Systems Applications and Facilities Plan: This plan includes: 
• Specific application systems to be developed and an associated time schedule
• Hardware and Software acquisition/development schedule
• Facilities required, and
• Organization changes required.

◙ Objectives of IT Strategy:

The primary objective of IT strategy is: 
o To provide a holistic view of the current IT environment
o To set the future direction,
o To take initiatives required to shift to the desired future environment
o To enable quick, reliable and efficient response to strategic objectives

Key Management practices for Aligning IT Strategies with Enterprise Strategy 
i) Understand enterprise direction
ii) Assess the current environment, capabilities and performance
iii) Define the target IT capabilities
iv) Conduct a gap analysis
v) Define the strategic plan and road map
vi) Communicate the IT strategy and direction

◙ Business Value from Use of IT

i) Evaluate Value Optimization: Continually evaluate IT enabled investments, services and
assets to determine the likelihood of achieving enterprise objectives

ii) Direct Value Optimization: Direct value management principles and practices to enable
optimal value realization from IT enabled investments

iii) Monitor Value Optimization: Monitor the key goals and metrics to determine the extent to
which the business is generating the expected value and benefits to the enterprise

Key metrics, which can be used for evaluation the transparency and IT benefits are: 
o Percentage of IT investments where benefit realization has been monitored through full

economic life cycle
o Percentage of IT services where expected benefits realized
o Percentage of IT investments where claimed benefits achieved or exceeded
o Percentage of business investments with clearly defined and approved expected IT

related costs and benefits
o Percentage of IT services with clearly defined and approved operational costs and

expected benefits; and
o Satisfaction survey of key stakeholders regarding the transparency, understanding and

accuracy of IT financial information.

x x 
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 6) Sumit Shanker (FCA, DISA, CISA)

◙ IS Risk and Risk Management

Sources of Risk: Some of the common sources of risk are: 
o Commercial and Legal Relationships
o Economic Circumstances
o Human Behavior
o Natural Events
o Political Circumstances
o Technology and Technical Issues
o Management Activities and Controls, and
o Individual Activities.

Characteristics of Risk: Broadly, risk has the following characteristics: 
o Loss potential that exists as the result of threat/vulnerability process
o Uncertainty of loss expressed in terms of probability of such loss; and
o Likelihood of threat agent causing a specific attack against a particular system.

Risk Related Terms 

Asset: Asset can be defined as something of value to the organization. Characteristics of 
assets – 

o Valuable to the organization
o Cannot be easily replaced without cost, skill, time, resources
o Part of the organization’s corporate identity
o Classified according to their criticality

Vulnerability: Vulnerability is the weakness in the system safeguards that exposes the 
system to threats. Some examples of vulnerabilities are given as follows: 
o Leaving the front door unlocked makes the house vulnerable to unwanted visitors
o Short passwords (less than 6 characters) make the system vulnerable

Vulnerability exist when system has at least one condition, out of the following: 
o Allows an attacker to execute commands as another user or
o Allows an attacker to access data that has access restrictions or
o Allows an attacker to pose as another entity or
o Allows an attacker to conduct a denial of service

Threat: Any entity, circumstance, or event with the potential to harm the system. Assets and 
threats are closely correlated. A threat cannot exist without a target asset. 

Exposure: An exposure is the extent of loss the enterprise has to face when a risk 
materializes. It includes both immediate and long run impact. 

Likelihood: Probability of occurrence of an undesirable event. 

Attack: An attack is an attempt to gain unauthorized access into the system Basically, it is a 
set of actions designed to compromise CIA (Confidentiality, Integrity or Availability) 

Risk: It is defined as the potential harm caused if a particular threat exploits a particular 
vulnerability to cause damage to an asset 

Risk analysis: It is defined as the process of identifying security risks and determining their 
magnitude and impact on an organization. 
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 7) Sumit Shanker (FCA, DISA, CISA)

Risk assessment includes the followings: 
o Identification of threats and vulnerabilities in the system
o Potential impact or degree of harm that a loss of CIA, would have on enterprise

operations or assets, if a vulnerability is exploited by a threat, and
o The identification and analysis of security controls for the information system.

Information systems can generate many direct and indirect risks. These risks lead to a gap 
between the need to protect systems and the degree of protection applied. The gap between 
required and actual degree of protection is caused by: 

o Widespread use of technology
o Interconnectivity of systems
o Elimination of distance, time and space as constraints
o Unevenness of technological changes
o Decentralization of management and control
o Attractiveness of conducting unconventional electronic attacks
o Weak legal and regulatory requirements

Countermeasure: An action, device, procedure, technique or other measure that reduces the 
vulnerability of system is referred as countermeasure. 

Residual Risk: Any risk still remaining after the counter measures are analyzed and 
implemented is called Residual Risk. The risk can be minimized, but it cannot be totally 
eliminated. Residual risk must be kept at a minimal, acceptable level. 

Risk Management Strategies 

1) Tolerate/Accept the risk: Accept some risk that are minor
2) Terminate/Eliminate the risk: If risk is associated with the use of a particular technology,

supplier or vendor then risk can be eliminated by replacing them.
3) Transfer/Share the risk: Risk be shared with trading partners and suppliers by

outsourcing the activities. Risk also may be mitigated by insurance.
4) Treat/mitigate the risk: Where other options have been eliminated, suitable controls must

be devised and implemented to prevent the risk from occurring or to minimize its effects.
5) Turn back: Where the probability or impact of the risk is very low, then management may

decide to ignore the risk.

Risk Management in COBIT 5 

A pictorial representation of various activities relating to risk management is given below 
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 8) Sumit Shanker (FCA, DISA, CISA)  
 

 
 
 
Key Governance Practices for Evaluating Risk Management 

i) Evaluate Risk Management 
ii) Direct Risk Management 
iii) Monitor Risk Management 

 
Key Management Practices for implementing Risk Management: 

i) Collect Data 
ii) Analyze Risk 
iii) Maintain a Risk Profile 
iv) Articulate Risk 
v) Define a Risk Management Action Portfolio 
vi) Respond to Risk 

 
Metrics of Risk Management: key metrics for monitoring IT are: 
o Percentage of critical business processes, IT services and IT-enabled business programs 

covered by risk assessment 
o Number of significant IT related incidents that were not identified in risk Assessment 
o Percentage of enterprise risk assessments including IT related risks; and 
o Frequency of updating the risk profile based on status of risk assessment. 

 

  x x   
 
 
◙ IT Compliance Review 

 
Following are some of the regulatory/legal requirements for GRC (Governance, Risk 
Management and Compliance) in an enterprise: 

 
o Sarbanes Oxley Act: Sarbanes Oxley Act of US has been passed to protect investors by 

improving the accuracy and reliability of corporate disclosures. 
o Clause 49 of SEBI: Clause 49 mandates implementation of enterprise risk management 

and internal controls as appropriate for the enterprise 
o Information Technology Act: It provides legal recognition for electronic records and also 

mandates responsibilities for protecting information. The Act also identifies various types 
of cyber-crimes and has imposed specific responsibilities on corporate. 

o CARO: It is compulsory to reporting on Internal control and a separate annexure to the 
audit report has to be provided by auditors as per CARO 2003. 

o PCAOB: In USA, the PCAOB has come out with detailed guidelines on Compliance by 
Auditors and Companies under the Act 

 
Compliance in COBIT 5 

o MEA03: Monitor, Evaluate and Assess Compliance with External Requirements 
o RACI Chart (Responsible, Accountable, Consulted or Informed) 
o COBIT 5 Governance Domain 

 
 
Key Management Practices of IT Compliance: 

i) Identify External Compliance Requirements 
ii) Optimize Response to External Requirements 
iii) Confirm External Compliance 
iv) Obtain Assurance of External Compliance 
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Ch 1. Concepts of Governance and Management of Information Systems (Pg 9) Sumit Shanker (FCA, DISA, CISA)  
 

 
 
 
Key Metrics for Assessing Compliance Process: 

 
I. Compliance with External Laws and Regulations: These metrics are given as follows: 
o Cost of IT non-compliance, including settlements and fines 
o Number of IT related non-compliance issues reported 
o Number of non-compliance issues relating to contractual agreements 
o Coverage of compliance assessments. 

II. IT Compliance with Internal Policies: These metrics are given as follows: 
o Number of incidents related to non-compliance to policy 
o Percentage of stakeholders who understand policies 
o Percentage of policies supported by effective standards and working practices 
o Frequency of policies review and updates. 

 
 
◙ COBIT 5 – A GEIT Framework 

 
o COBIT: Control Objectives for Information and Related Technology 
o COBIT: Developed by “Information System Audit and Control Association” (ISACA) USA 
o Latest version: COBIT 5 (April 2012) 
o COBIT5 structure: Five principles and seven enablers 

 
Need for Enterprise to Use COBIT 5 
o Globally accepted principles, practices, analytical tools 
o Create optimal value for the organization 
o Provides tools to understand, utilize, implement and direct IT related activities 
o Make more informed decisions 
o Can be used by all types and size of enterprises, including nonprofit and public sector 
o Benefits of using COBIT5: 

i) Increased value creation from use of IT 
ii) User satisfaction with IT engagement and services 
iii) Reduced IT related risks 
iv) Development of more business-focused IT solutions and services; and 
v) Increased enterprise wide involvement in IT-related activities. 

 

Integrating COBIT 5 with Other Frameworks: COBIT 5 is a comprehensive framework and 
is based on overall enterprise view and is aligned with enterprise governance best practices 
such as 
o GEIT (Governance of Enterprise IT) 
o ITIL 
o TOGAF (The Open Group Architecture Framework) 
o ISO 27000 
o ISO 38500 
o Val IT 
o Risk IT 

 
Customizing COBIT 5 as per Requirement: COBIT 5 can be tailored to meet an 
enterprise’s specific business model, technology environment, industry, location and 
corporate culture. Because of its open design, it can be applied to meet needs related to: 
o Information security 
o Risk management 
o Governance and management of enterprise IT 
o Assurance activities 
o Legislative and regulatory compliance 
o Financial processing or CSR reporting 
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Five Principles of COBIT 5: 

 

Principle 1: Meeting Stakeholder Needs 
o Enterprises has to create value for their stakeholders 
o COBIT 5 provides the processes and enablers to support business value creation 
o Enterprise can customize COBIT 5 to suit its own objectives 

 

Principle 2: Covering the Enterprise End-to-End 
o COBIT 5 integrates IT governance of enterprise into enterprise governance 
o It considers all IT related governance and management enablers to be enterprise-wide 

and end-to-end, i.e., inclusive of everything and everyone—internal and external—that is 
relevant to governance and management of enterprise information and related IT 

 
Principle 3: Applying a Single Integrated Framework 
o Earlier, organizations had to follow many IT-related standards and best practices 
o But now, COBIT 5 is a single and integrated framework 

 
Principle 4: Enabling a Holistic Approach 
o Efficient and effective governance and management require a holistic approach 
o COBIT 5 defines a set of 7 enablers 
o Enablers are defined as anything that helps in achieving the objectives of the enterprise. 

 
Principle 5: Separating Governance from Management 
o The COBIT 5 makes a clear distinction between governance and management 
o Governance: Done by BOD and Chairperson 
o Management: Done by executive management under the leadership of the CEO. 

 
Seven Enablers of COBIT 5: 

1. Principles, policies and frameworks 
2. Processes 
3. Organizational structures 
4. Culture, ethics and behavior 
5. Information 
6. Services, infrastructure and applications 
7. People, skills and competencies 

 
Using  COBIT  5  Best  practices  for  GRC:  GRC  program  implementation  requires  the 
following steps: 

o Defining GRC requirements in clear terms 
o Identifying the regulatory and compliance requirements 
o Reviewing the current GRC status 
o Determining the most optimal approach 
o Setting out key parameters for measurement of success 
o Using a process oriented approach 
o Adapting global best practices, and 
o Using uniform and structured approach which can be audited 

 
Success of a GRC program can be measured by using the following goals and metrics: 
o Reduction of redundant controls 
o Reduction in control failures in all key areas 
o Reduction of expenditure relating to legal, regulatory and review areas 
o Reduction in overall time required for audit for key business areas 
o Streamlining of processes and automation of control and compliance measures 
o Timely reporting of regular compliance issues and remediation measures 
o Real-time dashboard of compliance status and key issues for senior management 
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◙ Information Systems Assurance 

 
Using COBIT 5 for IS Assurance 

o Meet expectations of multiple stakeholders 
o Written in a non-technical language 
o Widely used with COSO by management, IT professionals, regulators and auditors 
o Umbrella framework under which other standards have been integrated. 

 

Evaluating IT Governance Structure and practices by Internal Auditors: IT Governance 
can be evaluated by both external and internal auditor. The following guidance is issued by 
The Institute of Internal Auditors (IIA) from internal auditor perspective: 

 
i) Leadership: Auditors review 

o Evaluate the relationship between IT objectives and business objectives 
o Assess the involvement of IT leaders 
o Determine how effectiveness of IT will be measured in achieving the goals 
o Review how roles and responsibilities are assigned within IT organization 
o Review the role of senior management in maintaining strong IT governance 

ii) Organizational Structure: Auditors review 
o Review how the management and IT personnel are interacting and communicating. 
o Review the existence of reporting relationships in IT department 

iii) Processes: Auditors review 
o Evaluate IT processes and controls in place to mitigate risks 
o What processes are used by the IT organization to support the IT environment 

iv) Risks: Auditors review 
o Review the processes used to identify, assess, and monitor/mitigate risks 
o Determine the accountability that personnel have within risk management. 

v) Controls: Auditors review 
o Assess key controls that are designed by IT department to manage its activities 
o Ownership, documentation, and reporting should be reviewed by the internal auditor. 
o The controls should be strong enough to address identified risks. 

vi) Performance Measurement/Monitoring: Auditors review 
o Evaluate the framework and systems in place to measure and monitor organizational 

performance from IT point of view. 
 
Sample Areas of GRC for Review by Internal Auditorsas per IIA: 

o Scope of audit 
o Evaluate Governance 
o Evaluate Enterprise Ethics 
o Evaluate Risk Management 
o Evaluate Risk Exposures 
o Evaluate Fraud and Fraud Risk 
o Address Adequacy of Risk Management Process 

 
Sample Areas of Review of Assessing and Managing Risks 

 
The specific areas evaluated by auditor are: 
o Risk management ownership and accountability 
o Different kinds of IT risks (technology, security, continuity, regulatory, etc.) 
o Defined and communicated risk tolerance profile 
o Root cause analyses and risk mitigation measures 
o Quantitative and/or qualitative risk measurement 
o Risk assessment methodology; and 
o Risk action plan and Timely reassessment. 
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Evaluating and Assessing the System of Internal Controls as per COBIT 5: 

 

COBIT 5 has specific process: “MEA 02 Monitor, Evaluate and Assess the System of Internal 
Control”, which provides guidance on evaluating and assessing internal controls   
implemented in an enterprise. 

 
The objective of such a review is to: 
i) Continuously monitor and evaluate the control environment 
ii) Identify management deficiencies and initiate improvement actions; and 
iii) Plan, organize and maintain standards for internal control assessment 

 

Key management practices for assessing and evaluating the system of internal controls are: 
o Continuously Monitor Internal Controls 
o Review Business Process Controls Effectiveness 
o Perform Control Self-assessments 
o Identify and Report Control Deficiencies 
o Ensure that assurance providers are independent and qualified 
o Plan Assurance Initiatives based on enterprise objectives 
o Scope assurance initiatives 
o Execute assurance initiatives 
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Ch 2. Information Systems Concepts (Pg 1) Sumit Shanker (FCA, DISA, CISA) 

CHAPTER 2 – QRP 

Information Systems Concepts 
Key Topics: 

1. Overview of Information Systems

2. Types of Information System

3. Application of Information Systems in Enterprise Processes

4. Information as a Key Business Asset and its Relation to Business
Objectives and Processes

5. Various types of Business Applications

6. Overview of Underlying IT Technologies

1. Overview of Information Systems

◙ System:
- System means a set of interrelated elements  that operate collectively  to accomplish 

some common object 
- It takes input from its environment and returns output again to the environment. 

◙ General classification of system:
SYSTEM 

Elements Interactive behavior Degree of human intervention Working/Output 

Abstract Physical Open Closed Manual Automated Deterministic Probabilistic 

I. Classification of system based on “Elements” 

Physical system Abstract system 

- can be seen and touched. 
- Eg: Transport, computer, business system etc 
- can  be  of  different  size  and  serve  different 
purpose 

- cannot be seen and touched 
- can only be visualized by our mind. 
- Eg: system of religious beliefs, 
theology 
- Eg: Diagrams and flowcharts 
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II. Classification of system based on “Interactive behavior”

Open system Closed system 

- takes  input  from  its  environment  and 
returns some output to the environment. 
- change  and  adapt  according  to  the 
environment 
- Eg: Business, Marketing, communication 
system etc 

- does not interact with the environment 
- does not change according to the 
environment 
- can only be relatively closed 
- Eg production system, computer system. 
- E.g. “use and throw” sealed digital watch 

III. Classification of system based on “Human intervention”

Manual system Automated system 

- work done by human efforts. 
- Eg: Manual accounting system 

- computer system is used to carry out the entire task 
- human intervention is nil or very less. 
- some manual intervention is always there 
- E.g. auto-pilot aviation, software controlled processes, 
business ERP system. 

IV. Classification of system based on “Working/Output”

Deterministic system Probabilistic system 

- gives exact output. 
- operate in a predictable manner 
- behavior of the system is known with 
certainty 
- Eg: accounting information system, 
communication system, computer 
system, production system etc. 

- provide expected output. 
- uncertainty about the outcome and behavior 
- for a given set of input, the output cannot be 
known with certainty 
- Eg: weather forecasting system, sales 
forecasting system, pricing system, inventory 
management system, marketing system etc. 

◙ Components of Information Systems

An information system model comprises of the following steps: 
Step 1: Data is collected and converted into suitable format for input 
Step 2: Data is processed and converted into information 
Step 3: Information is stored for future use or communicated to user 
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Characteristics of Computer Based Information Systems are as follows: 
1) Predetermined objectives
2) Interrelated and interdependent subsystems
3) Interaction amongst subsystems
4) Work done by individual subsystem is integrated

◙ 
1) 

Major areas of computer-based applications are: 
Finance and accounting 

2) Marketing and sales
3) Production
4) Inventory management
5) Human resource management

2. Types of Information System

I. Operational Support 
Systems 

II. Management Support
Systems 

III. Office Automation
Systems 

1) Transaction Processing
Systems (TPS)

2) Process Control Systems
(PCS)

3) Enterprise Collaboration
System (ECS)

1) Management Information
System (MIS)

2) Decision Support System
(DSS)

3) Executive Information System
(EIS)

1. Test Processing Systems
(TPS)

2. Electronic Document
Management System (EDMS)

3. Electronic Message
Communication System
(EMCS)

4. Teleconferencing and Video
Conferencing Systems (TVCS)

◙ Transaction Processing System (TPS):
• Implemented at operational level
• Process routine business transactions
• Base for higher level systems
• Rapidly process transactions
• Batch processing or on-line processing

Generally TPS involves the following activities: 
(i) Punching the transaction 

(ii) Processing of transaction 
(iii) Generating reports 
(iv) Answering queries 

TPS Components: 
(i) Inputs 
(ii) Processing 
(iii) Storage 
(iv) Output 

Features of TPS: 
(i) Large volume of data 
(ii) Automation of basic operations 
(iii) Benefits are easily measurable 
(iv) Source of input for other systems 
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◙ Process Control System (PCS): These computer systems are used to control
automatic machines in assembly lines and factories. The computers are designed to 
automatically make decisions, which adjust the physical production process. 

◙ Enterprise Collaboration Systems (ECS): These systems use a variety of
technologies to help people work together. It supports collaboration to communicate ideas, 
share resources and co-ordinate cooperative work efforts. Its objective is to use IT to 
enhance the productivity and creativity of teams in enterprises. 

Management Support Systems: MSS supports managers in effective decision making by 
providing relevant and required information at the right time to the right people. Three types 
of MSS are - 

1) Management Information System (MIS)
2) Decision Support System (DSS)
3) Executive Information System (EIS)

◙ Management Information System (MIS):

Definition- MIS is an integrated system of man and machine for providing the information to 
management for decision making and control. 

Characteristics of an effective MIS: 
1. Management oriented
2. Management directed
3. Integrated
4. Common data flow
5. Heavy planning element
6. Sub-system concept
7. Common data base
8. Computerized.

Misconceptions about MIS: 
1. MIS relates to computer only
2. More data means more information
3. Reports should be highly accurate

Pre-requisites of an effective MIS: 
1. Database
2. Qualified staff
3. Support of top management
4. Control and maintenance
5. Evaluation of MIS

Constraints (Limitations) in operating MIS: 
1. Non-availability of experts
2. Problem in selecting the sub-system
3. Non-standardized approach
4. Non-cooperation from staff
5. High turnover of experts
6. Difficulty in quantifying the benefits
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Limitations of MIS: 

1. Poor quality of input data in the MIS gives the poor quality results. 
2. MIS is not a substitute for effective management but only a helping tool 
3. Lack of flexibility can make the MIS obsolete very soon. 
4. MIS cannot provide direct help for unstructured decision making. 
5. MIS ignores qualitative aspects of business organization 
6. MIS is highly sensitive and requires constant monitoring 
7. MIS implementation can be very expensive 
8. MIS  becomes  less  effective  if  there  is  frequent  change  in  top  and  middle 

management. 
 

 
 
◙ Decision Support System (DSS): 

 
Definition: DSS is information systems that 
– support semi-structured and unstructured decision making activities 
– useful for top and middle level management by giving them various decision alternatives 
– DSS is not meant for making decisions but to help in taking decisions. 

 
Characteristics of DSS: 

 

(i) Supports decision making at all levels of management 
(ii) It helps individual and also group decision making 
(iii) It should be flexible and adaptable to change according to the environment 
(iv) DSS focuses on decision rather than data and information 
(v) It should be easy to use. A user should not need prior programing knowledge 
(vi) DSS can be used for structured problems also 
(vii) DSS should be user friendly 
(viii) DSS should be extensible and evolve over time 
(ix) DSS are used mainly for decision making purpose and not for training purpose 
(x) In using DSS managers judgment is also essential 

 

 
 
Four Components of DSS 

 
 

Database Model Base Planning 
Language 

User 

 
 
 
Components of DSS: 

 

1) User 
2) User interface (planning language) 

i. general purpose planning language 
ii. special purpose planning language 

3) Model base 
- Mathematical functions 
- Statistical functions 
- And financial functions 

4) Database 
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Physical Level

Logical Level 

External Level 

Implementation of database: Database is implemented at three levels as shown below: 

Tracks/sectors in HDD 

Tables in DBMS 

User view 

Use of DSS in accounting function: 
1. Cost accounting system
2. Capital budgeting system
3. Budget Variance analysis System
4. General Decision Support System

Difference between DSS and Traditional MIS 

◙ Executive Information System (EIS): An Executive Information System (EIS), also
known as Executive Support System (ESS), is a type of information system to support 
information needs of top management 

Characteristics of EIS: 
• Serve the information needs of top executives
• Enables users to extract summary data without learning query languages
• Provides timely access to information and reports
• Gives access to both internal and external data
• Provides extensive online analysis tool like trend analysis
• Supports DSS also
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Characteristics of information used in executive decision making: 
1. Lack of structure (No fixed pattern) 
2. High degree of uncertainty 
3. Future orientation 
4. Informal source 
5. Low level of detail (Broader information) 

 
Contents of EIS: EIS should contain anything which is useful for executives. A practical set 
of principles to guide the design of measures and indicators to be included in an EIS is given 
below: 

1. EIS measures must be easy to understand and collect. 
2. EIS measures must be based on a balanced view of the organization’s objective. 
3. Performance indicators in an EIS must reflect everyone’s contribution. 
4. EIS measures must encourage team-work and share ownership. 
5. EIS information must be available to everyone in the organization. 
6. EIS measures must evolve to meet the challenging needs of the organization 

 

EIS VS Traditional Information System 
 

Difference Executive Information 
System 

Traditional Information 
System 

Level of management For top or higher level 
management 

For lower staff 

Nature of output provided Online tools and analysis Offline reporting 
Information sources More of external More of internal 
Drilldown facility Available Not available 
Report format Graphic Text 
Nature of interface User friendly Normal 

 
 
 

III. Office Automation Systems 
1) Text Processing Systems (TPS) 
2) Electronic Document Management System (EDMS) 
3) Electronic Message Communication System (EMCS) 
4) Teleconferencing and Video Conferencing Systems (TVCS) 

 
Different office activities can be broadly grouped into the following types of operations: 

(i) Document Capture 
(ii) Document Creation 
(iii) Receipts and Distribution 
(iv) Filling, Search, Retrieval and Follow up 
(v) Calculations 
(vi) Recording Utilization of Resources 

 
Benefits of Office Automation Systems: 

(i) Improves communication 
(ii) Reduces time 
(iii) Reduces cost 
(iv) Increases accuracy 
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Computer based office automation system 

Text processors 
and related 
systems 

Electronic document 
management system 

Electronic message 
communication 
system 

Teleconferencing and 
video conferencing 
system 

I. Text Processing Systems: 
- Widely used office system 
- Automate the process of development of documents 
- Use of standard stored information to produce personalized documents. 
- Support laser printers, inkjet printers, scanners 
- Example - MS Word. 

II. Electronic Document Management Systems:
- Used to store, retrieve and manage document files or scanned copy of documents.
- Linked to text processors, electronic message communication systems etc.
- Provide remote access of documents
- Helps in internal communication of document
- Helps traveling executives to share work space in the office.

III. Electronic Message Communication Systems:
1) Electronic Mail

o Electronic transmission
o Online development and editing
o Broadcasting and Rerouting
o Integration with other Information systems
o Portability
o Economical

2) Facsimile (Fax):
o Transmission of images of documents over telephone lines
o Computer system permits sharing of fax facilities
o uses special software and fax servers to send and receive fax messages

using common communication resources
o These servers have the ability to receive fax messages and automatically

reroute them to the intended recipient after viewing it at the central computer
3) Voice Mail:

o Variation of the email
o Messages are transmitted as digitized voice

IV: Teleconferencing and Video-conferencing Systems: 
- Used for conducted meeting 
- Persons located at two or more different places can participate 
- Reduce the time and cost 
- Teleconferencing has audio link 
- Video conferencing has both audio and video link 
- Can be used on PC with a camera 
- Uses visual communication software 
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◙ Other Information Systems:
a) Expert System
b) Knowledge Management System
c) Functional Business Information System
d) Strategic Information System
e) Cross Functional Information System

a) Expert System
- Highly developed DSS
- Utilizes the knowledge generally possessed by a human expert
- Imitate (copy) human reasoning
- Uses the concept of artificial intelligence

Useful for solving structured and semi-structured problems. 

Expert system can be used in the following areas: 
1) Accounting and finance
2) Marketing
3) Manufacturing
4) Personnel
5) General Business

Need for Expert Systems: 
1. Experts are expensive
2. Experts are short in supply
3. Human experts can handle only a few factors

Benefits of Expert Systems: 
1) Preserve knowledge
2) Can be used anytime.
3) Help beginners
4) Not subject to human fallings
5) Strategic tool

Problems areas for which expert system can be developed: 
1) Availability: One or more experts are available to support the knowledge base
2) Complexity: problems is complex
3) Domain: problem is limited to a relatively well-defined problem area.
4) Expertise: Solutions to the problem require the efforts of experts
5) Structure: must be able to cope with ill-structured and uncertain situation

b) Knowledge Management System: These are knowledge based systems that support
the conception, association and propagation of business knowledge within the enterprise

c) Functional Business Information System: These systems supports the operational
and managerial applications of the basic enterprises of an industry

d) Strategic Information System: These systems provide an industry strategic products,
services and capabilities for competitive advantage

e) Cross Functional Information System: These are integrated information systems that
combine most of the other information systems to produce information and support
decision making for different levels of management and business functions
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3. Application of Information Systems in Enterprise Processes

Three vital roles of information systems in business 

i) 
Support an organization’s 

business processes and 
operations 

(E.g. TPS, PCS) 

ii) 
Support business 
decision-making 

(E.g. MIS, DSS, EIS) 

iii) 
Support strategic 
competitive advantage 
 Expert System, 

Knowledge management 
system, Strategic 
information system) 

IT in prime Business Areas 

Important implications of information systems in business are: 

i) It help managers in efficient decision making
ii) It help an organization to survive and grow in highly competitive environment
iii) It helps in making right decision at the right time
iv) It helps in generating innovative ideas for solving critical problems
v) Knowledge gathered through IT may be utilized in unusual situations
vi) IT can be integrated to formulate strategy of action or operation
vii) Artificial intelligence and data mining can be used to identify patterns from large

dataset 

4. Information as a Key Business Asset and its Relation to
Business Objectives and Processes 

Information: Processed data is information 

Date: Data is raw collection of facts or events. E.g. In a spread sheet having students name, 
roll number and marks obtained in science, Hindi, English subject represents data, whereas 
average marks of all students in a subject is information. 

Click Here to Get More Updates On CA & CS On WHATSAPP

http://www.caspot.com/p/updates-in-whatsapp.html


Ch 2. Information Systems Concepts (Pg 11) Sumit Shanker (FCA, DISA, CISA) 

◙ Attributes (Characteristics) of information:
1. Availability
2. Purpose
3. Mode and format
4. Updated
5. Rate
6. Frequency
7. Completeness
8. Reliability
9. Validity
10. Quality
11. Transparency
12. Value of information

◙ Role of Information in Business

Types of Information Systems at Different Management Levels 

- Top level management requires information that can help them in major policy decisions 
such as investing in new project, launching new product etc. and information relating to 
products, customers, competition, market etc. 

- Middle management requires tactical information that helps in implementing decisions 
taken by the top management. 

- Lower level management requires operational information, which is required in day-to- 
day activities. E.g. stock in hand, customer order pending etc 

◙ Relative Importance of Information Systems from Strategic and Operational
Perspective: Different information systems that serve different organizational levels are
as follows:

i) Operational Level Systems: e.g. sales, payroll, receipts etc. These systems help to
answer routine questions and keep track of transactions through the enterprise

ii) Knowledge Level Systems: These systems support the business to integrate new
knowledge into the business and control

iii) Management Level Systems: These systems support the middle managers in
monitoring, decision making, and administrative activities.

iv) Strategic Levels Systems: These systems support the senior level management to
manage strategic issues and address long term trends.
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◙ What managers should know about information systems: Managers are not
required to have complete understanding of the complex systems, but they should know the 
following five key areas: 

1) Foundation concepts
2) Information technologies
3) Business applications
4) Development processes
5) Management challenges

5. Various types of Business Applications

◙ Accounting Information System: Accounting Information System is a system that
capture accounting data form business process and records it in an appropriate manner by 
classifying, summarizing and consolidating it for internal and external users. 

The key work steps in Accounting Information System are: 
i) Work steps to capture accounting data
ii) Manual or computer based records to record accounting data
iii) Work steps that are internal controls
iv) Work steps to process, classify, summarize and consolidate data
v) Work steps to generate internal/external reports

◙ Impact of information technology on different sectors is explained below:

i) E-business:
- It means use of internet in business 
- Primary components of e-business are computers,communication channels, software etc 
- 24 hours sales, lower cost, efficient 
- Eliminate middlemen 
- Unlimited market place 
- Different types of business can be done, B2B, B2C, C2C 
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ii) Financial Service Sector:
- Financial institutions manage large volume of transactions every day 
- Because of IT applications, financial institutions operate nation wide 
- Most of the services are available to customers through internet 
- Reduced cost in terms of office staff and office building 
- Easier to manage customer relationship through the use of IT, e.g. e-mails and SMS can 

be used to communicate new products and services 
- Customers can do transactions using internet banking, phone banking and ATM 

iii) Wholesaling and Retailing:
- Retail business uses IT for billing, stock control, buying and generating reports 
- Bar code readers are used to read the bar tags for billing purpose 
- Supply chain logistics is managed using IT 
- Data mining techniques are used to analyze market trends and customer profile 

iv) Public Sectors:
- Public sector services include government hospitals, police stations, universities etc. 
- IT can be used here to keep records of cases and FIR’s 
- ERP can be used in universities or hospitals to keep records of patients and employees 

v) Others:
- IT is used in entertainment industry, agriculture industry, tour and hotel industry, airline 

reservation and consultancy etc 

6. Overview of Underlying IT Technologies

i) Business Websites: Enterprise becomes reachable to large amount of customers. It can
also be used for cost effective advertisement and customer relationship management

ii) Internet and Intranet: It is the source of communication, people can communicate and
conduct meeting sitting at different locations. Internet facilitates e-commerce and
provides B2B, B2C and C2C communication at the click of a mouse

iii) Software and packages: DBMS, data warehousing, data mining tools, knowledge
discovery database (KDD) can be used to get information which can help in decision
making e.g. knowing the buying habits of customers, marketing strategies etc. software
can be used in supply chain logistics, purchasing, space management etc.

iv) Enterprise Resource Planning (ERP) Packages:
- Client-server based software. 
- Latest high-end solution that streamline and integrate processes and information flows. 
- Manage 5 major resources namely men, money, machine, material and market 
- Multi-module software that integrates all business processes and functions 
- Uses a single integrated database 
- Customer order tracking 

v) Data Mining: Intelligent extraction of data that helps in market analysis by finding
patterns that are helpful in target marketing, customer relationship management, market
basket analysis, cross selling, risk analysis, improved underwriting, fraud detection etc.

vi) Computer Systems, Scanners, Laptop, Printer, Webcam, Smart Phones etc:
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CHAPTER 3 – QRP 

Protection of Information Systems 

Key Topics: 

1. Information Security Policy

2. Information Systems Controls

3. Cyber Frauds

1. Information Security Policy

◙ Need for protection of Information Systems:
• Widespread use of technology
• Interconnectivity of systems
• Elimination of distance, time and space as constraints
• Unevenness of technological changes
• Decentralization of management control
• New trend towards electronic attacks
• Week legal and regulatory requirement

Threats to information systems may arise from: 
• Technical reasons: Program bugs, disk crashes etc
• Natural disasters: Fire, floods, earthquake, thunderbolts etc.
• Environmental conditions: Power failure, brown-out, surge etc
• Human factors: Negligence, lack of awareness, lack of training etc.
• Unauthorized access: Hacking, intrusion, virus, Trojan horse, worms etc.
• Business dependencies: Loss of management control over outsourced activities.

◙ What is information system security?
• Protection of information systems assets against loss, disclosure, or damage.
• Security includes both physical security and logical

Security objective: To protect the interest of the user of information systems who use the 
information generated by the information system in some or the other form. This objective is 
met when following three criteria’s relating to information are met: 

1. Confidentiality: Prevention of the unauthorized disclosure of information
2. Integrity: Prevention of unauthorized modification of information
3. Availability: Prevention of unauthorized withholding of information

What information is sensitive? In any organization following types of information is 
generally sensitive information which needs to be protected carefully: 

• Strategic plans
• Business operations
• Finances
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User security policy Organizational information 
security policy 

◙ Information Security Policy

Information security policy includes the rules to: 
1) Protect information from any unauthorized modification, access or disclosure
2) Limit or eliminate potential legal liability from employees or third parties
3) Prevent waste or inappropriate use of the resources of an organization

Tools to implement policy: Standards, Guidelines and Procedures 
o Standards
o Guidelines
o Procedures

Issues to be addressed in information policy: 
i) Definition of information security
ii) Goals and principles
iii) Standards and compliance requirements
iv) Security responsibilities.
v) Supporting documentation

Auditor’s role regarding information security policy: 
• Policy is readily accessible
• Employees are aware of its existence and understand its contents.
• Review the responsibilities of employees in relation to information security
• Policy has an owner

Members  of  security  policy:  Security  policy  comprises  the  following  three  groups  of 
organization: 

I. Management experts 
II. Technical experts
III. Legal experts

◙ Information security policies and their hierarchy: Major IS policies are:
1) Information security policy
2) User security policy
3) Acceptable usage policy
4) Organizational information security policy
5) Network and systems security policy
6) Information classification policy
7) Conditions of connections

Information security policy 

Conditions of connections 

Acceptable 
usage policy 

Information 
classification policy 

Network & systems 
security policy 
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Components/contents of security policy: A good security policy usually contains/covers: 
(i) Purpose and scope of the policy and its audience. 
(ii) The Security infrastructure 
(iii) Security policy document maintenance and compliance requirements 
(iv) Incident response mechanism and incident reporting 
(v) Security organization structure 
(vi) Inventory and classification of assets 
(vii) Description of technologies and computing structure 
(viii) Physical and environmental security 
(ix) Identity management and access control 
(x) IT operations management 
(xi) IT communications 
(xii) Systems development and maintenance controls 
(xiii) Business continuity planning 
(xiv) Legal compliance 
(xv) Monitoring and auditing requirement 

2. Information Systems Controls

Definition of Control - Control is defined as policies, procedures, practices and enterprise 
structure that are designed to provide reasonable assurance that business objectives will be 
achieved and undesired events are prevented, detected and corrected. 

◙ Impact of Technology on internal control:

a. Selection of personnel:
- IT skills of new employees has to be seen

b. Segregation of duties (SOD):
- Separate login ID’s for users with different access rights
- SOD more required in IT department

c. Authorization procedure:
- System based authorization
- e.g. programmed credit limit approvals

d. Record keeping:
- Computerized controls are used. E.g. validity control, completeness control, user

control, application control etc. 
e. Access to assets and records:

- Earlier locks and keys were used
- Now more focus on logical access controls

f. Management supervision and review:
- In manual system there was direct supervision and review of employees work
- In IT environment supervision is done by system itself through logs

g. Concentration of program and data:
- More logical protection is required since program and data is concentrated in IT

deptt. 

◙ Five interrelated components / elements of internal control:
1) Control environment
2) Risk Assessment
3) Control activities
4) Information and communication
5) Monitoring
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◙ Some of the critical control lacking in a computerized environment are:
i) Lack of management understanding of IS risks and related controls
ii) Absence or inadequate IS control framework
iii) Absence or weak general controls and IS controls
iv) Lack of awareness and knowledge of IS risk and controls amongst the users
v) Complexity of implementation of controls in distributed computing environment
vi) Lack of control features in highly technology driven environment
vii) Inappropriate technology implementation

◙ The control objectives serve two main purposes:

1) Outline the policies of the organization as laid down by the management, and
2) A benchmark for evaluating whether control objectives are met

◙ Categories of Controls:

Categories of controls 

Objective of controls Nature of IS resources Functional nature 

1. Preventive 1. Environmental 1. Accounting and finance 

2. Detective 2. Physical access 2. Operational

3. Corrective 3. Logical access 3. Administrative

4. Compensatory 4. IS Operational

5. IS Management

6. SDLC

1. Classification based on Objective of controls

1. Preventive controls: To preventive error, omission or malicious act from occurring. These
are designed by using three step process as follows: 

(i) Understanding the vulnerability of the asset or process 
(ii) Understanding the probable threats 
(iii) Making provision to encounter such threats. 

Examples of preventive controls are: 
• Employing qualified staff
• Segregation of duties
• Access control
• Proper documentation
• Training of staff
• Using firewalls
• Using antivirus software
• Password protection
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2. Detective control: To detect and report errors, omissions or malicious acts that have
already occurred. These are implemented as follows: 

(i) Setting parameters of desired result / actions 
(ii) Establishing mechanism for monitoring and reporting the deviations 
(iii) Updating the preventive controls for their further improvement 

Examples of detective controls are: 
• Hash totals
• Check points
• Echo controls
• Audit logs
• Duplicate checking of calculations
• Intrusion detection system
• Internal audit function
• Cash count and bank reconciliation statement
• Variance analysis

3. Corrective controls: To correct errors or irregularities that have been detected. These are
implemented to: 

(i) Minimize the impact of threats 
(ii) Identify the causes of the problem 
(iii) Resolve the problems discovered by detective controls 
(iv) Get feedback from preventive and detective controls 
(v) Develop better process to minimize future occurrence of problems 

Examples of corrective controls are: 
• Business continuity plans
• Disaster recovery plans
• Backup procedure
• Rerun procedure

4. Compensatory controls: These are such controls which are effective for protection of
assets in absence of some other direct control. 
Example: segregation of duties in not required in very small business since direct supervision 
of owner compensates for segregation of duties 

2. Classification based on Nature of IS resources

Another classification of controls is based on the nature of such controls with regard to the 
nature of IS resources or activity to which they are applied: 

1. Environmental controls
2. Physical Access Controls
3. Logical Access Controls
4. IS Operational Controls
5. IS Management Controls
6. SDLC Controls

3. Classification based on Functional nature

When  reviewing  a  client’s  control  systems,  the  auditor  will  be  able  to  identify  three 
components of internal control. Each component is aimed at achieving different objectives. 

1. Accounting and financial controls
2. Operational controls
3. Administrative controls
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*** *** *** *** *** 
◙ Control techniques:

Control techniques 

1. Organizational Controls:
1. Definition of responsibilities and objectives of each functions
2. Policies and procedures
3. Job descriptions
4. Segregation of duties

2. Management Controls:
1. Senior management responsibility
2. An official IT structure
3. An IT steering committee

3.Financial Control Techniques: 
1. Authorization
2. Budgets
3. Cancellation of documents
4. Documentation
5. Dual control (Dual access)
6. Input/ output verification
7. Safekeeping
8. Segregation of duties
9. Sequentially numbered documents
10. Supervisory review

4.Data Processing Environment Controls: 

2) These controls are hardware and software related and include procedures exercised in
the IS environmental areas.

3) The IS environmental areas include system software programming, on-line programming,
on-line transaction systems, database administration, media library, application program
change control and data center.

5. Physical Access Controls:

6. Logical Access Controls:
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7. SDLC (System Development Life Cycle) controls:

8. Business Continuity (BCP) Controls:

9. Application Control Techniques:

*** *** *** *** *** 

X _X 

◙ 

1. 

Five specific controls in IT environment: 

User controls 
2. Control over data integrity and security
3. Logical access controls
4. Physical access controls
5. Environmental controls

Now let us discuss these controls in details. 

Control No 1. User controls (Application system controls) 

The objective of application controls is to ensure that data remains complete, accurate and 
valid during its input, update and storage 

User Controls 

(i) Boundary controls 
(ii) Input controls 
(iii) Processing controls 
(iv) Output controls 
(v) Database controls 

(i) Boundary Controls: Links the authentic users to the authorized resources 

Class of information used 
in boundary control 

Type of input 

Personal information Name, date of birth, Acc No, password, PIN 
Personal characteristics Signature, figure print, voice , retina 
Personal objects ID card, badge, key, token 

Three step process for boundary control 
Step I - Identification 
Step II - Authentication 
Step III - Authorization 

Boundary control techniques are: 
- Cryptography 
- Passwords 
- Personal identification number (PIN) 
- Identification cards 
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(ii) Input Controls: Ensure the accuracy and completeness of data and instruction input into 
an application system 

(iii) Processing Controls: Data processing controls perform validation checks to identify 
errors during processing of data 

(iv) Output Controls: These controls ensure that the data delivered to users will be 
presented, formatted and delivered in a consistent and secured manner and the 
confidentiality and integrity of the output is maintained 

(v) Database Controls: To protect the integrity of a database 

• Update controls:
– Sequence check of transaction and master files
– Ensure all records on files are processed
– Processing of multiple transactions for a single master record in the correct order
– Maintain a suspense account

• Report controls:
– Control over standing Data
– Print Run-to-Run control Totals
– Print Suspense Account Entries

• Recovery controls:
– Back-up and recovery strategies
– Roll-forward (current state database from a previous version)
– Rollback (previous state database from the current version) methods.

Control No 2. Control over data integrity and security 

Information classification policy / guideline: 
• Top secret
• Highly confidential
• Proprietary
• Internal use only
• Public documents

Data integrity control: 

Control category Threat/Risk controls 
Source data 
control 

Invalid, incomplete 
or inaccurate 
source data input 

- Proper form design 
- Pre-printed forms wherever possible 
- Titles, headings and instructions in manual forms 
- Sequentially pre-numbered forms 
- Turnaround documents 
- Authorization review 
- Cancellation of processed documents 
- Check digit verification 

Input validation 
routines 

Invalid or inaccurate 
data in transaction 
files 

– Field check
– Range and limit check
– Sequence check
– Duplicate check
– Missing data check
– Reasonableness check
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− Completeness check 
− Table lookup check 
− Batch check 
− File check 
− Maintain error logs 

Online data Invalid or inaccurate − Field check 
entry controls transaction input − Reasonableness check 

entered through on- − Redundant data check 
line terminals − Used ID’s and password check 

− Automatic system data entry 
− Completeness check 
− Maintenance of transaction logs 

Data processing Inaccurate or − Design of policies and procedures 
and storage incomplete data in − Exception reporting 
control computer- − Run-to-run totals 

processed master 
files 

−
− 

Version control 
Default values check 

− Back-up procedures 
− Write-protection mechanism 

Output control Inaccurate or − Report distribution control 
incomplete − Control over printing 
computer output − Retention controls 

− Deletion controls 
− Shredding of redundant reports and data 

Data Unauthorized − Backup communication lines 
transmission access or data error − Preventive network maintenance 
control during transmission − Data encryption 

− Parity check 
− Echo check 
− CRC/LRC check 
− Use of Secure channels (VPN) 

Data Integrity Policies: 
i) Regular updating the Virus-Signature
ii) Software Testing
iii) Division of Environments
iv) Avoiding Version Zero Software
v) Offsite Backup Storage
vi) Quarter-End and Year-End Backups
vii) Disaster Recovery plan

Auditors review over data privacy and security: 
(i) Who is responsible for the accuracy of the data? 
(ii) Who is permitted to update data? 
(iii) Who is permitted to read and use the data? 
(iv) Who is responsible for determining who can read and update the data? 
(v) Who controls the security of the data? 
(vi) Control over outsourced activities 
(vii) Contractually liability to protect the sensitive information 
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Control No 3. Logical access controls 
 

Logical access paths: 
- Online terminals 
- Operator console 
- Batch job processing 
- Dial-up ports 
- Telecommunication network 

 
Logical access issues threats and exposures: 

 

(a) Technical exposures and 
(b) Computer crime exposure 
(c) Asynchronous Attack 

 
(a) Technical exposures 

(i) Data diddling: unauthorized modification in the input data 
(ii) Logic bombs: malicious codes deliberately put in the S/W by the programmer 
(iii) Time bombs: same as logic bomb, but is set to activate at a particular future time 
(iv) Trojan horse: non-self-replicating malware that comes from outside 
(v) Worms: self-replicating malware 
(vi) Rounding down: rounding down of amount and transferring it in a separate account. 
(vii)Salami techniques: cutting small part of amount and transferring it in a separate 

account 
(viii) Trap doors: loopholes in program to gain access into the system 

 

(b) Computer crime exposure 
(i) Financial loss 
(ii) Legal consequences 
(iii) Loss of credibility 
(iv) Industrial espionage 
(v) Disclosure of confidential information 
(vi) Sabotage 
(vii)Spoofing 

 
(c) Asynchronous attack 

(i) Data leakage: coping information out of computer system to some media 
(ii) Wire-tapping: intercepting data over telecommunication network 
(iii) Piggybacking: getting unauthorized access by following an authorized data packet 
(iv) Denial of service: shutdown the service of any website for some period 

 

Logical access violators: People involved in computer crime: 
(i) Hackers 
(ii) Employees 
(iii) IS personals 
(iv) End users 
(v) Former employees 
(vi) Competitors 
(vii)Foreigners 
(viii)Organized criminals 
(ix) Crackers 
(x) Part-time and temporary personnel 
(xi) Vendors and consultants 
(xii)Accidental ignorant violation 
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Logical access controls: 
 

a) User access management (i) 
(ii) 
(iii) 
(iv) 

User registration procedure 
Privilege management 
Password management 
Periodic review of user access rights 

b) User responsibilities (i) 
(ii) 

Use of strong password 
Unattended user equipment 

c) Network access control (i) 
(ii) 
(iii) 
(iv) 
(v) 

Policy on use of internet 
Enforced path using firewall 
Segregation of networks 
Network connection and routing control 
Security of network services 

d) Operating system access control (i) 
(ii) 
(iii) 
(iv) 
(v) 
(vi) 
(vii) 
(viii) 

Automated terminal identification 
Terminal log-on procedures 
User identification and authentication 
Password management system 
Use of system utilities 
Duress alarm to safeguard users 
Terminal time out 
Limitation of connection time 

e)  Application  and  monitoring  system 
access control 

(i) 
(ii) 
(iii) 
(iv) 
(v) 

Information access restriction 
Sensitive system isolation 
Event logging 
Monitor system use 
Clock synchronization 

f) Mobile computing (i) Mobile computing 
 
 

Control No 4. Physical access controls 
 

Physical access issues and exposure: 
Following can be the threats in an organization due to improper physical access: 

(i) Unauthorized person getting access in restricted areas of the organization 
(ii) Employees gaining access to unauthorized areas within the organization 
(iii) Damage, theft or embezzlement of equipment 
(iv) Abuse of systems resources 
(v) Improper disposal of computer and hardware devices. 

 
Sources of physical access threat can be from: 

(i) Thieves 
(ii) Hackers 
(iii) Former employees 
(iv) Competitors 
(v) Ignorant persons. 
(vi) Disgruntled employees 
(vii)Employees on strike 
(viii) Employees under suspension or termination. 

 

Infrastructure to be protected: 
i) Computer room 
ii) Server room 
iii) Network devices (switches and routers) 
iv) Telecommunication equipments 
v) LAN 

 
 

vi) Firewalls 
vii) Operators console 
viii) Back-up storage media 
ix) Disposal sites 
x) UPS room 
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Physical access control mechanism: Physical access control is a three step process 

 

Step I. Identification: The user gives his identification to the system 
 

Step II. Authentication: The system authenticates the user on the basis of some information 
given by the user. For this purpose the user can use the following mechanism 

Remembered information Name, account number, password 
Object possessed by the user Badges, smart cards, key 
Personal characters Figure prints, voice prints, signature 

 

Step  III.  Authorization:  The  system  authorizes  the  user  for  various  resources.  This 
authorization can by 

- Ticket oriented approach: In ticket oriented approach the authorization matrix 
gives the authorization level for various users for various resources 

- List oriented approach: In list oriented approach each resource has a list of users 
who can access the resources. 

 
Physical access controls: 

 

a) Locks on doors: Locks can be of following types 
• Normal lock 
• Cipher lock 
• Electronic door locks 
• Biometric door locks 

b) Physical identification medium: 
• Identification badges 
• Personal Identification Number (PIN) 
• Plastic cards 

c) Maintenance of log: 
• Manual logging 
• Electronic logging 

d) Other measures: 
• Security guards 
• Video cameras 
• Dead man doors 
• Controlled single point entry 
• Security alarm 
• Boundary fencing 
• Visitor entry through escorts 

 
 
 
Control No 5. Environmental controls 

 

Information systems resources may be categorized as follows: 
i) Hardware and Media 
ii) Information Systems Infrastructure 
iii) Computer rooms and server room 
iv) Printer rooms and storage areas 
v) Cabling ducts, Power source 
vi) Heating, ventilation and air conditioning (HVAC) 
vii) Important Documentation 
viii) Supplies 
ix) People 
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Common environmental threats, both natural and man made, are: 
– Fire 
– Natural disasters 
– Extreme variation in temperature such as heat or cold, snow and light. 
– Power spike, power failure. 
– Electrical shock 
– Air conditioning failure, 
– Humidity, dust and smoke. 
– Food particles, residues and smoking in computer room. 
– Insects and rodents. 
– Equipment failure 
– Electro-magnetic interference. 
– Radiations 
– Chemical effects 
– Bomb threat 

 
Control over environment exposures: 
– Water detectors 
– Hand-held fire extinguishers 
– Manual fire alarm 
– Smoke detectors 
– Sprinkler system (Wet-pipe sprinkler, Dry-pipe sprinkler) 
– Strategically locating the computer server room 
– Regular fire inspection 
– Fire proof walls, floors and ceilings 
– Electrical surge protector 
– Uninterrupted power supply (UPS) 
– Power from two sub-stations 
– Emergency power off 
– Concealed protective wiring 
– Prohibition against eating, drinking and smoking 
– Emergency evacuation plans 

 
 
 
 

3. Cyber Frauds 
 
 
 
Some of the cyber-attacks are: 

 
1) Phishing: Fake web-site 
2) Network Scanning: Find out weakness in network 
3) Virus Code: Virus/Trojans 
4) Spam: Sending bulk e-mail for advertisement purpose. 
5) Website Compromise: It includes defacement of website or hosting malware 
6) Cracking: Crackers are hackers with malicious intentions 
7) Eavesdropping: It means listening private communication using wiretap 
8) E-mail forgery: Sending e-mail messages that look as if someone else sent it. 
9) E-mail threat: Sending threatening message through e-mail 
10) Scavenging: Gaining access to confidential information by searching corporate records 
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Impact of Cyber Frauds on Enterprise: 

1) Financial loss 
2) Legal consequences 
3) Loss of credibility 
4) Disclosure of confidential information 
5) Sabotage 

 

Techniques to Commit Cyber Frauds: 
1) Hacking 
2) Cracking 
3) Data Diddling 
4) Data leakage 
5) Denial of Service Attack 
6) Internet Attack 
7) Logic / Time Bombs 
8) Masquerading 
9) Password Cracking 
10) Piggybacking 
11) Round Down 
12) Scavenging 
13) Social Engineering 
14) Super Zapping 
15) Trap Doors 
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CHAPTER 4 – QRP 
 
 

Business Continuity Planning and 
Disaster Recovery Planning 

 
 
 
 
◙ key terms related to BCM: 

 
• Business contingency: A business contingency is an event with the potential to 

disrupt computer operations, thereby disrupting critical business functions. E.g. power 
failure, hardware failure, fire or storm. 

• BCP process: BCP is a process designed to reduce the risk to an enterprise from an 
unexpected disruption of its critical functions, both manual and automated and assure 
continuity of minimum level of services necessary for critical operations. 

• Business Continuity Planning (BCP): It refers to the ability of enterprise to recover 
from disaster and continue operations with minimum impact. 

 
Advantages of BCM: 

1) Proactively assess the threats and potential risks 
2) Planned response to disruption so that damage is limited 
3) Demonstrate a response through a process of regular testing and trainings 

 
◙ BCM Policy: BCM policy is a high level document, which guides the management to make 
a systematic approach for disaster recovery, to bring about awareness amongst the 
employees and to test and review BCP. 

 
The objective of BCM policy is to provide a structure through which: 

1. Critical services and activities will be identified 
2. Plans will be developed to ensure continuity of key services 
3. Invocation of incident management 
4. Incident management plans and BCP plans are tested and revised 
5. Planning and management responsibilities are assigned to senior management team 

 
◙ Business continuity planning: Business continuity planning covers the following areas: 

- Business resumption planning 
- Disaster recovery planning 
- Crises management 

 
Business continuity planning life cycle: 

 
Risk assessment 

 
 
 
 

Recovery plan 
validation 

Determining recovery 
alternatives 

 
 
 

Recovery plan 
implementation 
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Objectives of business continuity planning: 

1. Provide safety to employees during the time of disaster 
2. Continue critical business operations 
3. Minimize duration of disruption of critical activities 
4. Minimize immediate damages and losses 
5. Establish management succession and emergency powers 
6. Facilitate coordination of recovery tasks 
7. Reduce the complexity of recovery tasks 
8. Identify critical business processes and functions 

 
Goals of business continuity planning: 

1. Identify weaknesses and implement a disaster preventive program 
2. Minimize duration of disruption of critical activities 
3. Facilitate coordination of recovery tasks 
4. Reduce the complexity of the recovery efforts 

 
◙ Developing a business continuity plan: 

 
The BCP development methodology should emphasize the following points: 

 

1) Comprehensive understanding of the total efforts required to develop the plan 
2) Obtain commitment from management to support and participate in the effort 
3) Defining recovery requirements from the perspective of business function 
4) Documenting the impact of an extended loss to operations and key business functions 
5) Focusing on disaster preventive and impact minimization 
6) Selecting business continuity teams 
7) Developing a BCP that is understandable, easy to use and maintain 
8) BCP must be integrated into ongoing business planning and development process 

 

Eight phases in the development of BCP: 
 
 
 

1. Pre-planning activities 
2. Vulnerability assessment 
3. Business impact analysis 
4. Detailed Definition of Requirements 
5. Plan development 
6. Testing Program 
7. Maintenance Program 
8. Initial Plan Testing and Plan Implementation 
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◙ Components of BCM Process

BCM Management Process 
- Organization 
- Implementing plan 
- Documents and records 

Stage 1: BCM Information Collection Process 
- Business impact analysis 
- Risk assessment 

Stage 2: BCM Strategy Process 
- Organization BCM strategy 
- Process level BCM strategy 
- Resource level BCM strategy 

Stage 3: BCM Development and Implementation Process 
- Incident management plans 
- Business continuity plans 

Stage 4: BCM Testing and Maintenance Process 
- BCM testing 
- BCM maintenance 
- BCM audit and review arrangements 

Stage 5: BCM Training Process 
- Assessing needs 
- Designing and delivering trainings 
- Measuring results 

(Some key points in the above process ) 

- Business impact analysis: BIA is a means of systematically assessing the potential 
impact resulting from various events or incidents. 
o Assess the impact on activity due to disruption
o Identify the maximum allowable downtime for the activity
o Identify critical business processes
o Minimum level at which the activity needs to be performed on its resumption
o Identify any inter-dependent activities that have to be recovered over time

Classification of critical activities: 
The parameters considered in deciding whether a function/service is 
vital/essential/desirable are 

o Loss of revenue
o Loss of reputation
o Decrease in customer satisfaction
o Loss of productivity (man-hours)

Disaster Scenarios: 
1. Trivial
2. Minor
3. Major
4. Catastrophic

Impact on Business 
function / activity 

Weight 
(used on Y-axis) 

Probability of 
occurrence 

Weight 
(used on X-axis) 

Vital 3 High 3 
Essential 2 Medium 2 
Desirable 1 low 1 
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Testing of BCP lead to improvement of BCM capabilities by: 

o Practicing the enterprise’s ability to recover from an incident 
o Verifies that BCP includes all enterprise critical activities 
o Highlighting assumptions, which need to be questioned 
o Bring confidence amongst exercise participants 
o Raising awareness of BCP throughout enterprise by publishing the exercise 
o Validating the effectiveness and timeliness of restoration of critical activities 
o Demonstrating the competence of the primary response team 

 
In case of development of BCP, the objective of testing is to ensure that: 

o recovery procedures are complete and workable 
o competence of BCP personnel in performance of their duty 
o resources  such  as  systems,  personnel,  facilities  and  data  are  obtainable  and 

operational to perform recovery processes 
o manual recovery procedures and IT backup systems are updated 
o success or failure of BCP training program can be monitored 

 
Development of a BCM culture is supported by: 

i) Leadership from senior personnel in the enterprise 
ii) Assignment of responsibility 
iii) Awareness 
iv) Skill training 
v) Exercising plan 

 
 
 
 
◙ Types of plan: 

 
I. Emergency plan: 

(1) Who is to be notified immediately 
(2) Action to be taken 
(3) Evacuation procedure. 
(4) Return and restart conditions and procedures 

 

II. Back-up plan: The back-up plan specifies 
o the type of back-up to be kept 
o frequency with which backup is to be undertaken 
o procedures for making backup 
o location of backup resources 
o sites where these resources can be assembled and operations restarted 
o personal who are responsible for restarting operations 
o priorities to be assigned to recovering various systems 
o time frame of recovery of each system 
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III. Recovery plan: 

(1) Creation of a recovery committee which is responsible for recovery efforts. 
(2) Assigning roles and responsibilities of the recovery committee members. 
(3) Documenting a recovery guideline. 
(4) Deciding the priority 
(5) If a committee member leaves then appointing a new member in his place. 
(6) Periodic review of recovery procedures and guideline by the committee. 

 

IV. Test plan: 
(1) Paper walkthrough (called desk-checking.) 
(2) Simulation test (employees are notified) 
(3) Acid test (employees are not notified about the test) 

 
 
◙ Software and data back-up techniques: Types of back-up techniques: 

 
I. Full back-up: All the data files are taken to back-up file. For restoration also only one 

full back-up file has to be restored, thus it makes the restoration simple. However this 
back-up requires lots of time and memory space. 

II. Differential back-up: A differential back-up create back-up copies of files that have 
changed since the last full backup. This back-up requires less time and memory 
space as compared to full back-up. For restoration, a full back-up file together with 
the latest differential back-up file is required. 

III. Incremental back-up: An incremental back-up creates back-up of files that have 
changed since the most recent full back-up or incremental backup. This back-up 
requires least time and memory space but is most difficult to restore 

IV. Mirror back-up: In this back-up technique a mirror image of all the files is 
automatically generated and kept by a mirroring server. 

 
◙ Alternate processing facility arrangement: Security administrator should consider the 
following backup options: 

 
1. Cold site: A cold site has all the facilities to install a mainframe system like power, 

network, air-conditioning etc 
2. Hot site: A hot site is an off-site location which is fully equipped with all the facilities 

including all the computer hardware. A hot site is expensive to maintain so generally 
they are shared with other organizations. 

3. Warm site: A warm site is a site having facilities in between cold and hot site. 
4. Reciprocal arrangement: It means two or more organizations agree to provide back- 

up facilities to each other in the event of one suffering from disaster. 
 
Important considerations while using third party location: If a third party site is used as 
off-site location then there are additional considerations which should be taken care of. There 
should be a written contract covering the following issues: 

- The facilities available at the site. 
- How soon the site will be made available after the disaster occurs. 
- Number of organizations that will be using the site concurrently. 
- The period during which the site will be available. 
- The conditions in which the site can be used. 
- The security measures and controls available at the site. 
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◙ Disaster recovery procedural plan: Disaster recovery procedural plan may include the 
following areas: 

 
1) Conditions for activating the DRP process. 
2) Emergency procedures to be taken at the time of disaster. 
3) Evacuation procedure. 
4) Fallback procedure 
5) Resumption procedure 
6) A maintenance schedule and procedures for testing and updation of DRP. 
7) DRP awareness and education programs for employees. 
8) Assigning roles and responsibility for DRP activities to individuals. 
9) Location of DRP manual and its distribution list. 
10) List of emergency contact numbers of employees. 
11) List of emergency contact numbers of police / fire / medical emergency department. 
12) List of vendors and their contact numbers for emergency purpose supplies. 
13) Medical procedure to be followed in case of injury. 
14) Back-up location agreement. 
15) Insurance papers and claim forms. 
16) Primary hardware and software configuration 
17) Location of data and program files, documentation manual and backup media 
18) Alternate manual procedures to be followed such as preparation of invoices 
19) Names of employees trained for emergency situations and first-aid techniques 
20) Details of airlines, hotels and transport arrangements 

 
◙ Audit of the disaster recovery/business plan: 

 
Sample list of BCP Audit steps are given below: 

 

1) Determine if a BCP/DRP exists and was developed using a sound methodology: 
- Identification and prioritization of the activities was done 
- Plan is based upon a business impact analysis 
- Operations managers and key employees participated in the development of the plan 
- Plan identifies the resources that will likely be needed for recovery 
- Plan is simple and easily understood 
- Plan is realistic in its assumptions. 

2) Determine if information backup procedures are sufficient to allow for recovery 
3) Determine if a test plan exists and to what extent the plan has been tested 
4) Determine if proper resources have been made available for the plan 
5) Obtain and review the existing plan. 
6) Obtain and review plans for BCP/DRP testing and/or documentation of actual tests 
7) Obtain and review the existing business impact analysis. 
8) Gather background information to provide criteria and guidance in the preparation and 

evaluation of disaster recovery/ business resumption plans. 
9) Determine if copies of the plan are safeguarded by off-site storage. 
10) Methodology used to develop the plan. Who participated in the development effort? 
11) External firm was consulted 
12) Determine if the plan is dated each time that it is revised 
13) Determine if the plan has been updated within past 12 months. 
14) Determine all the locations where the BCP/DRP plan is stored. 
15) Interview managers or key employees to determine their understanding of the plan 
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16) Building, Utilities and Transportation 

- Building engineer should inspect the building and facilities soon after a disaster 
- Arrangement for alternative shelter 
- Review any agreements for use of backup facilities. 
- Verify that the backup facilities are adequate 
- Does the plan consider the failure of electrical power, natural gas, toxic chemical 
- Are building safety features regularly inspected and tested? 
- Does the plan consider the disruption of transportation systems? 

 
17) Information Technology 

- Determine if the plan reflects the current IT environment. 
- Determine if the plan includes prioritization of critical applications and systems. 
- Determine if the plan includes time requirements for recovery/availability of each 

critical system, and that they are reasonable. 
- Does the plan include arrangements for emergency telecommunications? 
- Is there a plan for alternate means of data transmission if the computer network is 

interrupted? Has the security of alternate methods been considered? 
- Determine if a testing schedule exists and is adequate (at least annually). Verify the 

date of the last test. Determine if weaknesses identified in the last tests were 
corrected. 

 
18) Administrative Procedures 

- Does the plan cover administrative and management aspects in addition to 
operations? 

- Is there a designated emergency operations center where incident management 
teams can coordinate response and recovery? 

- Determine if the plan covers procedures for disaster declaration, general shutdown 
and migration of operations to the backup facility. 

- Have essential records been identified? Do we have a duplicate set of essential 
records stored in a secure location? 

- To facilitate retrieval, are essential records separated from those that will not be 
needed immediately? 

19) Does the plan include the names and numbers of suppliers of essential equipment and 
other material? 

20) Does the plan include provisions for the approval to expend funds that were not budgeted 
for the period? 

21) Has executive management assigned the necessary resources for plan development, 
and essential activities and priority for recovery have been agreed. 
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CHAPTER 5 – QRP 
 
 

Acquisition, Development and Implementation of 
Information Systems 

 
 
 

Key Topics: 
 
 

1. Introduction to Systems Development 
- Business Process Design 
- Systems Development Process 
- Obstacles in achieving systems development objectives 
- Systems Development Team 

 
2. Systems Development Methodology 

i) Waterfall Model 
ii) Prototyping Model 
iii) Incremental Model 
iv) Spiral Model 
v) RAD 
vi) Agile 

 
 

3. Systems Development Life Cycle (SDLC) 
i) Preliminary Investigation 
ii) Systems Requirement Analysis 
iii) Systems Design 
iv) Systems Development 
v) Systems Testing 
vi) Systems Implementation and Maintenance 

 
 

4. Auditors Role in SDLC 
 
 
 
◙ Business Process Design: Business process design means structuring or restructuring 
the tasks, functionalities and activities for improvising a business system. It involves: 

 

i)  
 
 
o 

Present Process Documentation: Present business process is analyzed and 
documented. This step includes the following activities: 
Understanding the business and the objectives for which it exists 

 o 
o 

Documenting the existing business processes and 
Analysis of the documented processes 

 

ii)   

Proposed Process Documentation: Design the new process based on the new 
  system requirements and the proposed changes. The activities include the following: 
 o 

o 
o 

Understanding the new processes necessary to achieve the business objectives 
Designing the new processes and 
Documentation of the new process, preferably using of CASE tools 
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iii) Implementation of New Process: The critical activities may include the following: 

o Validating the new process 
o Implementing the new process and 
o Testing the new process 

 
◙ Obstacles in achieving System Development Objectives 
(i) Lack of senior management support and involvement 
(ii) Shifting user needs 
(iii) Difficulty in development of strategic systems 
(iv) Unfamiliarity with new technologies 
(v) Lack of standard project management methodologies 
(vi) Overworked or under-trained development staff 
(vii) Resistance to change 
(viii) Lack of user participation 
(ix) Inadequate testing and training 

 
Roles involved in SDLC: 

 

(i) Steering committee: Functions - 
- Gives overall direction 
- Representation of all deptt 
- Monitor cost 
- Monitor schedule 
- Take corrective actions 

 
(ii) Project manager: 

- Overall coordination and direction. 
- Many projects under him 
- Coordinate with the client 
- Coordinate with his team and project leader 
- Deliver the project within time and budget 

 
(iii) Project leader: 

- Responsible for one project 
- Directly involved in the project 
- Entire project team reports to him 

 
(iv) Systems analyst / Business analyst: 

- Understand the user requirement and tell it to the development team 
- Link between the user and the programmer 

 
(v) Team leader / Module leader: 

- Responsible for each module 
- For example Treasury, Accounts payable, Accounts receivable module leaders 
- Responsible for the delivery of tested modules within the allowed time and cost 

 
(vi) Programmer / Code developer: 

- Mason of software industry 
- Converts design into programs 
- Conducts debugging activity 

 
(vii) Database administrator (DBA): 

- Maintain Database 
- Ensures the integrity and security of Database 
- Gives approval for change in Database 
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(viii) Quality Assurance: 

- Gives standards system development 
- Quality review 
- Should be independent 

 
(ix) Tester: 

- Junior level quality assurance personnel 
- Attached to a project 

 
(x) Domain Specialist: 

- Subject matter expert e.g. CA, Engineer, Doctor 
- Provides help to development team 
- Need not have knowledge of software systems. 

 
(xi) IS Auditor: 

- Checks internal controls in system 
 

 
 
SYSTEMS DEVELOPMENT METHODOLOGY 
A  system  development  methodology  is  a  formalized,  standardized,  documented  set  of 
activities used to manage a system development project. 

 
Common features of all systems development methodologies: 
• Division of project 
• Every stage should have some deliverables 
• Signoffs/approvals at every stage 
• Testing 
• User Training 
• Change management 
• Post implementation review (PIR) 

 
Approaches to System Development 

(i) Traditional/Waterfall/sequential: (Linear) 
(ii) Prototyping: (Iterative) 
(iii) Incremental: (Linear + Iterative) 
(iv) Spiral: (Linear + Iterative) 
(v) Rapid Application Development (RAD): (Iterative) 
(vi) Agile Methodologies: (Iterative) 

 
 
 
 
1. The Traditional / Waterfall Approach / Sequential Approach: (Linear) 

 

 
Fig: Steps in Traditional Approach 
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Basic Principles: 

(i) Sequential phases 
(ii) Some overlap and splash back 
(iii) Heavy planning 
(iv) Heavy documentation 
(v) Heavy controls 
(vi) Implementation of an entire system at one time. 
(vii)Reviews and approval at every stage. 

 

Strengths: 
(i) Support less experienced project team/manager 
(ii) Support project teams whose composition fluctuates 
(iii) Quality, reliability and maintainability of the developed software 
(iv) Progress of system development is measurable 
(v) Conserves resources. 

 
Weaknesses: 

(i) Inflexible, slow and costly 
(ii) Forward movement only 
(iii) Iteration not done 
(iv) User requirements to be clear at the start 
(v) Inconsistencies are discovered during design and coding. 
(vi) Problems discovered during testing 
(vii)Under capacity may be difficult to correct 
(viii) Changes are more costly 
(ix) Excessive documentation 
(x) Documentation is difficult to understand 
(xi) Gap between users and developers 

 
2. The Prototyping Model: (Iterative) 

- Used to develop smaller systems such as DSS, MIS and Expert systems. 
- First develop a small or pilot version of the new system called a prototype 
- Built quickly and at a lesser cost 
- Prototypes are generally throwaway 
- Users work with the prototype and gives suggestions to improve it 
- These suggestions are then incorporated into prototype and again evaluated 
- Finally actual system is made 

 
Basic Principles 
Step 1 - Identify Information System Requirements 
Step 2 - Develop the Initial Prototype 
Step 3 - Test and Revise 
Step 4 - Obtain User Signoff of the Approved Prototype 
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Strengths: 

(i) User participation 
(ii) Resolve unclear objectives 
(iii) Knowledge gained in an early iteration can be used in later iterations. 
(iv) Removes doubts 
(v) Innovation 
(vi) Flexible designs. 
(vii) Better definition of user needs 
(viii) Immediately evaluate proposed system changes 
(ix) Errors are detected and eliminated early 

 
Weaknesses: 

(i) Low approvals 
(ii) Low controls 
(iii) Incomplete or inadequate problem analysis 
(iv) Non-functional elements not included 
(v) Limits future system potential 
(vi) More user time is required 
(vii) Low testing and documentation of actual system 
(viii) Behavioral problems 

 
3. The Incremental Model: (Linear and Iterative) 

 

Basic Principles: 
- Development in increments 
- Software is decomposed into a number of components (Builds) 
- A little more is added each time 
- Component is delivered to the client when it is complete 
- Allows partial utilization 
- Simplify implementation 

 
 

Requirements 
 

Design 
 

Implementation and Unit Testing 
 

Integration and systems testing 
 
 

 
 

Fig: Incremental Model. 
 

 
 
Strengths: 

(i) Knowledge gained in an early increment can be used in later increments. 
(ii) Moderate control 
(iii) Concrete evidence of project status 
(iv) More flexible 
(v) Early mitigation of integration risk 
(vi) Ease of implementation 
(vii)Limited negative impact 

Operation 
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Weaknesses: 

(i) Lack of overall consideration 
(ii) Do not consider interdependent parts. 
(iii) Poor overall system architecture 
(iv) Requires well-defined interfaces 
(v) Difficult problems may be deferred 

 
4. Spiral Model: (Linear and Iterative) 

 

Basic Principles: 
(i) Risk driven model 
(ii) Intended for large, expensive and complicated projects. 
(iii) Steps 

A) Define user requirements 
B) Create a preliminary design 
C) Identify and resolve all the possible risks 

(iv) Create first prototype 
(v) Create second prototype: 

o evaluating the first prototype in terms of its strengths, weaknesses, and risks; 
o defining the requirements of the second prototype; 
o planning and designing the second prototype; 

o constructing and testing the second prototype. 
 
Strengths: 

(i) Low overall project risk. 
(ii) Helps to select the best methodology 
(iii) Can incorporate Waterfall, Prototyping, and Incremental methodologies 

 
Weaknesses: 

(i) Highly customized 
(ii) Complex 
(iii) Limited reusability 
(iv) Skilled and experienced project manager is required 
(v) More work for the next cycle 
(vi) No firm deadlines 

 

 
Fig. Spiral Model( Boehm 1988) 
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(v) Rapid Application Development (RAD): (Iterative) 
 

Basic Principles 
(i) Minimum planning 
(ii) Fast development 
(iii) High quality system 
(iv) Low cost, 
(v) Flexible (Ease-of-change) 
(vi) Fulfilling the business need 
(vii) Use of Computer Aided Software Engineering (CASE) tools 
(viii) Timeboxes 
(ix) Joint Application Development (JAD) 
(x) Active user involvement 
(xi) Basic documentation 
(xii)Standard can be fitted 

 
Strengths 

(i) Fats development 
(ii) Low cost 
(iii) Quick reviews 
(iv) Encourages user feedback 
(v) Commitment from stakeholders 
(vi) Concentrates on essential elements 
(vii)Ability to rapidly change 
(viii) Tighter fit between user requirements and system specifications. 
(ix) Savings in time, money and human effort 

 
Weaknesses 

(i) Lower overall system quality. 
(ii) Misalignment 
(iii) More requirements than needed (gold plating). 
(iv) Feature creep, more and more features are added 
(v) Inconsistent designs 
(vi) Violation of programming standards 
(vii)Difficulty in module reusability 
(viii) Lacks scalability. 
(ix) Lacks controls 
(x) Lacks reviews and audits 
(xi) Difficult problems to be pushed to the future 
(xii)Well–defined interfaces are required 

 
(vi) Agile Methodologies: (Iterative) 

 

Basic Principles: 
1. Fast development 
2. Iterative and Incremental 
3. Working S/W is delivered frequently (Build Short – Build Often) 
4. Time Box 
5. Collaborative, Self-organizing, Cross-functional team 
6. Close co-operation between user and developers 
7. Face-to-face conversation 
8. Rapid and flexible response to changes 
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Strength: 

1. Adaptive 
2. Face-to-face communication 
3. Minimum documentation 
4. High quality S/W 

 
Weakness: 

1. Difficult to assess the efforts required for S/W development at the beginning 
2. Lacks proper design and documentation 
3. Less knowledge transfer 
4. More re-work required 
5. Project deviates if user in not clear about final objective/outcome 
6. Experienced team is required 
7. Lacks attention to outside integration 

  x x   
 
 
SYSTEM DEVELOPMENT LIFE CYCLE (SDLC) 

 
The System Development Life Cycle (SDLC) key features: 
• Sequential in nature 
• Document driven 
• Deliverables at every stage 
• Process oriented 

 
The advantages of this system are as follows: 
• Better planning and control 
• Compliance 
• Documentation 
• review and signoff 

 
From the perspective of the IS Audit, the following are the possible advantages: 
(i) IS auditor can understanding 
(ii) IS auditor and check compliance 
(iii) IS auditor and guide 
(iv) IS auditor can evaluate 

 
Risks/Shortcoming Associated with SDLC: 

(i) Cumbersome 
(ii) End product is not visible 
(iii) Rigid 
(iv) not be suitable for small and medium 

 

 
 

Stage I. THE PRELIMINARY INVESTIGATION 
 
 
Objective: Evaluation of project request (Cost/Benefit) 

 
Steps 

(i) Identification of Problem 
(ii) Identification of objective 
(iii) Delineation of scope 
(iv) Feasibility Study 
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Issues addressed in the Feasibility Study: 

(i) Solution is as per the business strategy. 
(ii) Can existing system can rectify the situation 
(iii) Time frame 
(iv) Cost / Benefit 
(v) Whether the vendor product offers a solution 

 
Document / Deliverable: A preliminary investigation report / feasibility report. 

 
(i) Identification of Problem: 

- Identify and define the problem 
- Discussions with the user group 
- Existing system may be outdated 
- Manager want new report/information 
- Old systems are ineffective or inefficient. 
- System analyst is assigned to make a preliminary investigation 

 
(ii) Identification of Objective: 

- Objective of new system is set 
 
(iii) Delineation (Description) of Scope: 

(i) Functionality requirements 
(ii) Data to be processed 
(iii) Control requirements 
(iv) Performance requirements 
(v) Constraints (Limitation) 
(vi) Interfaces 
(vii)Reliability requirements 

 
During preliminary investigation, the analyst collects the data through two primary methods: 
a) Reviewing internal documents 
b) Conducting Interviews 

 
(iv) Feasibility Study: 
• Technical: Is the technology needed available? 
• Financial: Is the solution viable financially? 
• Economic: Return on Investment? (Cost/Benefits) 
• Schedule / Time: Can the system be delivered on time? 
• Operational: How will the solution work? 
• Human resource feasibility: Availability of skilled people for the new system 
• Behavioral: Is the solution going to bring any adverse effect on quality of work life? 
• Legal: Is the solution valid in legal terms? 

 
Internal Control Aspects: Auditors review 
• Sec 217(2AA), Companies Act, 1956, Directors are responsible to have proper internal 

control for a company. 
• Controls need to be well in place during the development of system. It is difficult to put 

controls in the system after its development. 
• Control in system can be checked by internal audit team or external auditors. 
• The key control queries regarding various aspects at this stage may include the following: 

o Problem definition is proper? 
o Feasibility studies have been properly done? 
o Results of feasibility studies have been documented? 
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Stage II. SYSTEM REQUIREMENT ANALYSIS 
 
 
The following activities are performed in this phase: 
• Identify and consult the stake owners. 
• Analyse requirements 
• Correct conflicts 
• Determine priorities. 
• Requirements are complete and consistent 
• Gather data 
• Model activities 
• Document activities 

 
Document/Deliverable: Systems Requirements Specification (SRS) 

 

Fact finding Techniques 
(i) Documents 
(ii) Questionnaires 
(iii) Interviews 
(iv) Observation 

 
Analysis of the Present System: The following areas should be studied in depth: 
(i) Review historical aspects 
(ii) Analyse inputs 
(iii) Review data files maintained 
(iv) Review methods, procedures and data communications 
(v) Analyse outputs 
(vi) Review internal controls 
(vii) Model the existing physical system and logical system 
(viii) Undertake overall analysis of present system 

 
Systems Analysis of Proposed Systems 

- Timely managerial reports 
- Management by exception principle. 
- Online processing capabilities. 
- Input directly from source documents 
- Work volumes and timings 
- output-to-input approach to be followed 

 
System Development Tools: Four categories 

 

(I) System components and flows 
o System flow charts 
o data flow diagram 
o system component matrix 

(II) User interface 
o Layout forms and screens 
o Dialogue flow diagrams 

(III) Data attributes and relationships 
o Data Dictionary 
o Entity-Relationship diagrams 
o File layout forms 
o Grid charts 
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(IV) Detailed system process 
o Decision trees
o Decision tables
o Structure charts

We will now describe some tools in detail: 

(i) Structured English: 
Structured English (also known as Program Design Language (PDL) or Pseudo 
Code) 
English language (for simplicity) + syntax (for precision) 

(ii) Flowcharts: 
Graphical representation of inputs, outputs and processing 

(iii) Data Flow Diagrams: 
- Logical diagram of any process or activity. 
- Four basic elements: Data Sources and Destinations, Data Flows, Transformation 

processes, and Data stores 

Symbol Name Explanation 
Data source 
and data 
destination 

The people and organizations that send data to 
and receive data from the system 

Data flows The flow of data into or out of a process 

Transformation 
process 

The processes that transform data from inputs to 
outputs 

Data stores The  storage  of  data  is  represented  by  two 
horizontal lines. 

(iv) Decision Tree: 
A Decision Tree uses a tree-like graph of decisions and their possible consequences, 
probabilities, resource costs, and utility 

(v) Decision Table: 
A Decision Table is a table which defining the possible options that may be considered 
within the program and the suitable action for each option 
The four parts of the decision table are as follows: 
(i) Condition Stub - list of conditions 
(ii) Action Stub – list of actions 
(iii) Condition entries - list of possible answer to conditions 
(iv) Action entries – lists of actions to be taken 

(vi) CASE (Computer-Aided-Software Engineering) Tools: 
- CASE tool are those software which help to automatically develop high quality, defect 

free and maintainable software. 
- Features of CASE - Data Dictionary tools; Computer aided Diagramming Tools; 

Screen and Report generator; Prototyping tools; Code Generation; and Reverse 
Engineering. 
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(vii) System Components matrix: 
- A table of activities and resources required in a system 
- E.g. system component matrix of a sales processing and analysis system 

 
Information 
systems 
activity 

Hardware resources Software resources People resources Data 
resources 

Information 
products Machines Media Programs Procedures Specialists Users 

Input POS 
terminals 

Bar tags, 
mag strip 
cards 

Data entry 
program 

Data entry 
procedures 

 Sales 
clerk, 
customers 

Customer 
data, 
product 
data 

Data entry 
display 

Processing Mainframe 
computers 

 Sales 
processing 
program, 
sales 
analyses 
program 

Sales 
transaction 
procedures 

Computer 
operators 

Sales clerk 
managers 

Customer, 
inventory & 
sales 
database 

Processing 
status 
display 

Output POS 
terminals, 
management 
workstations 

Paper 
reports & 
receipts 

Report 
generator 
program, 
graphic 
program 

Output use 
and 
distribution 
procedures 

 Sales clerk 
managers, 
customers 

 Sales 
receipts, 
sales 
analyses 
reports 

Storage Magnetic disk 
drive 

Magnetic 
disk packs 

Database 
management 
system 

 Computer 
operators 

 Customer, 
inventory & 
sales 
database 

 

Control POS 
terminals, 
management 
workstations 

Paper doc 
& control 
reports 

Performance 
& security 
monitoring 
program 

Correction 
procedures 

Computer 
operators, 
control 
clerks 

 Customer, 
inventory & 
sales 
database 

Data entry 
display, 
sales 
receipts, 
error display 

 

(viii) Data Dictionary: 
- Data dictionary is data about data (also called meta-data) 
- Data dictionary contains information about a single data item 

o File in which it is stored 
o Source document 
o Who can access 
o Who cannot access 
o Who can read or modify 

- Auditors can get audit trail from data dictionary 
 

Fig. below shows a sample record from a data dictionary 

 
(ix) Layout  form  and  Screen  Generator,  Menu  Generator,  Report  generator,  Code 

Generator 
Layout form and Screen Generator: Template or pre-printed electronic forms on which 
the size and position of titles, headings, data and information can be designed 
Menu Generator: Used for Menu and Sub-menu designing 
Report Generator: Used for output report designing (Header, footer, format etc) 
Code Generator: Used for generating source code from the high level specifications 
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Systems Requirement Specifications (SRS): Contents - 

1. Introduction 
2. Information description 
3. Functional description 
4. Behavioral description 
5. Validation criteria 
6. SRS Review 

 
Internal Controls: Auditors review - 
- Present system analysis has been properly done? 
- Appropriate domain expert was engaged? 
- All user requirements of proposed system have been considered? 
- SRS has been properly made and checked by Users, Domain Experts, System Analysts? 

 
 

Stage III. SYSTEMS DESIGN 
 
 
The design phase involves following steps: 

(i) Architectural Design 
(ii) Design of the Data / Information Flow 
(iii) Design of the Database 
(iv) Design of the User-interface 
(v) Physical Design; and 
(vi) Design of the hardware/system software platform 

 
(i) Architectural Design: This involves designing of system in modules 

- major modules 
- hierarchy of modules 
- function and scope of each module 
- module interface 
- direct and indirect linked modules 
- design is done by Functional Decomposition 

The module is represented by a box and connection between them by arrows. Couple is data 
element that moves from one module to another and is shown by an arrow with circular tail. 

 

 
Functional decomposition diagram 

 
(ii) Design of Data / Information flow 

- Problems of present data flow 
- Objective of new system 
- Design of new data flow diagrams (DFD) 

 
(iii) Design of Database 

- Database can be local (decentralised) or global (centralised) 
- Design of database involves three levels 

I. Conceptual modelling (design for external user) 
II. Data modelling (logical design of database tables and structure) 
III. Physical modelling (storage of data on media) 
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(iv) Design  of  User-Interface:  User  interface  means  how  user  will  interact  or 

communicate with the system. This involves designing of - 
- source documents 
- output reports 
- screen layouts 
- inquiry screens 
- graphic and colour displays 
- special input/output device 

 
Important factors in Input / Output design: 

o Content 
o Timeliness 
o Format 
o Media 
o Form 

 
(v) Physical Design: 

- Logical  design  is  converted  into  physical  design  which  is  then  developed  and 
implemented 

- Auditor should see effectiveness and efficiency issues during designing 
- CASE tools and simulation should be used 
- Designing involves 

o Type of hardware for client application and server application 
o Type of Operating systems 
o Type Network 
o Processing – batch – online, real – time 
o Frequency of input, output 

 
Design Principles: 

o Design two or three alternatives and choose the best one on pre-specified criteria. 
o The design should be based on the analysis. 
o The software should be designed as per business needs 
o The design should follow standards, for e.g. the user interface should have 

consistent colour scheme, menu structure, location of error message and the like. 
o The design should be modular 
o Modularity: A module is a small unit containing data and instructions to perform a 

well-defined task. Modularity is measured by two parameters: Cohesion (internal 
linking) and Coupling (external linking). 

- In a good modular design, cohesion will be high and coupling low. 
 
(vi) Design of the Hardware / System Software Platform: 

- New hardware and operating system may be required for new software 
- New hardware and operating system should be modular 
- New hardware and operating system should be compatible 

 

 
 
Internal Design Controls: Auditors review 
- Whether management reports of stage I and stage II, were referred by System Designer? 
- Whether all control aspects have been properly covered? 
- Whether controls put in place in system, appear in the documentation done at this stage? 
- Whether a separate review of design document has been done by internal auditor? 
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Stage IV: Systems acquisition and software development 
 
 
SYSTEM ACQUISITION – To purchase readymade system from software vendors 

 

Acquisition Standards: Acquisition standards should ensures that – 
• Security, reliability, and functionality already built into a product. 
• Managers review the appropriate vendors, contracts, and licensing agreements. 
• New products are compatible with existing systems. 
• Functional, security, and operational requirements are clearly defined in request-for- 

proposals (RFP) 
 
The following considerations are valid for both acquisition of hardware and software: 

a) Vendor Selection 
b) Geographical Location of Vendor 
c) Presentation by Selected Vendors 
d) Evaluation of Users Feedback 

 
Some specific considerations for hardware and software acquisition are described as follows: 

a) Benchmark tests to be done 
b) S/W meets the requirements of the job on hand of the buyer. 
c) Test for long jobs, short jobs, print jobs, disk jobs, mathematical problems, input and 

output loads etc., in proportion typical of the job mix. 
d) Provides a realistic and tangible basis for comparing all vendors’ proposals. 
e) Evaluate cross performance of various systems 

 
Acquiring Systems Components from Vendors 

 

(I) Hardware Acquisition: 
- New hardware may be required for new software 
- Hardware acquisition is complex 
- Long term support needed 

 
(II) Software Acquisition: 

- Requirements must be assessed before acquisition 
 
(III) Contracts, Software Licenses and Copyright Violations: 

- Only licensed software should be used in the organization 
- Software contract should be in writing 
- Contract should provide for source code accessibility 
- Software are governed by “end user license agreement” 
- Copyright laws protect proprietary as well as open-source software 
- Use of unlicensed software can lead to possible litigation. 

 
(IV) Validation of vendors’ proposals: 

- Factors to be considered for vendor evaluation. 
• Performance capability 
• Costs and Benefits 
• Maintainability 
• Compatibility 
• Vendor Support 
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(V) Methods of validating the proposal: 
i) Checklists: Simple and subjective method, various criteria are put in check list 

in the form of suitable questions 
ii) Point-Scoring Analysis: objective method 

 

Software Evaluation Criteria Points Vendor 
A 

Vendor 
B 

Vendor 
C 

Does the software meet all mandatory specifications? 10 7 9 6 
Will program modifications be minimal? 10 8 9 7 
Does the software contain adequate controls? 10 9 9 8 
Is the performance (speed/accuracy/reliability) adequate? 10 7 9 6 
Are other users satisfied with the software? 8 6 7 5 
Is the software user-friendly? 10 7 8 6 
Can the software be demonstrated and testdriven? 9 8 8 7 
Does the software have an adequate warranty? 8 6 7 6 
Is the software flexible and easily maintained? 8 5 7 5 
Is online inquiry of files and records possible? 10 8 9 7 
Will the vendor keep the software up to date? 10 8 8 7 

Totals 123 94 106 85 
iii) Public Evaluation Reports: Industry association magazines, Survey reports etc 
iv) Bench  marking  problem  for  vendor’s  proposals:  Demo  of  software  using 

routine input data 
v) Test problems: Demo of software using extreme test data to test the true 

capabilities of system 
 

SYSTEMS DEVELOPMENT – To develop in-house software 
 

A good coded program should have the following characteristics: 
• Reliability 
• Robustness (Strength) 
• Accuracy 
• Efficiency (Consumes less resources) 
• Usability (Easy to use) 
• Readability (Easy to maintain) 

 
Some other issues in systems development: 
(I) Program Coding Standards: 

- To be followed by programmers 
- Helps in communication between teams 
- Coding Standards reduce impact of programmer turnover 
- Coding standards provide, simplicity, efficient use of storage and least processing time. 

(II) Programming Language: 
There are many programming languages. like: 
• High  –  level  general  purpose  programming  language  such  as  COBOL  and  C 

language. 
• Object oriented languages such as C++, JAVA etc. 
• Scripting language like JAVA Script, VB Script. 
• Decision Support or Expert System languages like PROLOG. 
Choice of Programming Language: Depends upon 
• Type of operating system 
• Type of hardware 
• Type of application being developed 

(III) Program Debugging: 
Debugging means to remove the errors in program script. It is done by following four 
steps: 
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• Inputting the source program to the compiler, 
• Letting the compiler find errors in the program, 
• Correcting lines of code that are erroneous, and 
• Resubmitting the corrected source program as input to the compiler. 

(IV) Test the program 
(V) Program Documentation 
(VI) Program Maintenance 

 

 
 
 
Stage V. Systems Testing 

 
 

Level 1: 
Unit testing 

Level 2: 
Integration testing 

Level 3: 
System testing 

Level 4: 
Acceptance testing 

 

 
 

Level 1: Unit Testing – Testing of individual units of software 
 

Categories of unit testing 
1. Functional Tests – testing main function of S/W 
2. Performance Tests – testing the speed if S/W 
3. Stress Tests – testing the stress limit of S/W 
4. Structural Tests – testing the logic of S/W 
5. Parallel Tests – testing old and new unit togther 

 
Types of Unit Testing: 

 
(a) Static testing (i.e. testing done by reading the program script) 
i) Desk Check – done by programmer himself 
ii) Structured walk-through – Programmer with one more person 
iii) Code inspection – Formal committee review the unit 

 
(b) Dynamic testing (i.e. testing by actual running of program on computer) 
i) Black Box Testing (internal logic is not examined) 
ii) White Box Testing (internal logic is examined) 
iii) Gray Box Testing (Combination of black box and white box) 

Level 2: Integration Testing – 

This involves testing the linking of different units of software to see that units connect 
correctly. This is carried out in the following manner: 
i) Bottom-up Integration: 

- Traditional strategy used to integrate 
- Lower modules are tested first, then higher modules 
- Easy to implement 
- Disadvantage: major decision points are tested later 

ii) Top-down Integration: 
- Higher modules are tested first 
- If any lower module is not ready then stub (dummy module) is added 
- Advantage: higher modules are tested early 
- Disadvantage: higher modules are tested with dummy inputs 

iii) Regression Testing: 
- Repeated testing 
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- Testing of complete system when any new unit is integrated with the system 
- Regression testing ensures that that changes to system does not bring new errors 
- Same data can be used in regression test as used in the original test. 

Level 3: System Testing 

In systems testing complete system is tested as a whole. Following testing is done: 
i) Recovery testing: system can recover from crash 
ii) Security testing: system has security controls to protect information 
iii) Stress testing: how much stress can the system tolerate during peak processing 

hours 
iv) Performance testing: speed of system 

 

Level 4: Final Acceptance Testing 
 

It has two major parts: 
i) Quality assurance testing: Quality standards are followed in developing the system 
ii) User acceptance testing: User requirements are fulfilled by the system 

a) Alpha Testing: First stage, done in lab environment 
b) Beta Testing: Second stage, done in live environment 

 

Internal Testing Controls: There are several controls that can be exercised internally to 
assure the testing phase quality and efficiency. Though it varies from one organization to 
another, some of the generic key control aspects appear to be addressed by the responses 
to following queries: 
1) Whether the test-suite prepared by the testers includes the actual business scenarios? 
2) Whether test data used covers all possible aspects of system? 
3) Whether CASE tools like ‘Test Data Generators’ have been used? 
4) Whether test results have been documented? 
5) Whether tests have been performed in their correct order? 
6) Whether modifications needed based on test results have been done? 
7) Whether modifications made have been properly authorized and documented? 

 
 
 

Stage VI: Systems Implementation 
 
 
Activities: Following activities are involved in System Implementation: 

• Conversion of data to the new system files. 
• Training of end users. 
• Completion of user documentation. 
• System changeover. 
• Evaluation of the system at regular intervals. 

 
Activities during Implementation Stage: 

 

I. Equipment Installation: 
(a) Site Preparation 
(b) Installation of new hardware / software 
(c) Equipment check out 

 
II. Training Personnel: 

(a) Managers training 
(b) End user training 
(c) IT staff training 
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III. System Implementation Conversion Strategies: 

 

 
 
Direct / Abrupt Conversion: 

- old system is discarded and new 
system is implemented at the same 
time 

- low cost 
- high risk 

 

 
 
Phased Conversion: 

- old system is discarded in a 
phased manner and the new 
system is also  implemented 
module-by-module 

- implementation becomes easy 
 

 
 
Parallel Conversion: 

- new system and old system work 
for some time until the new system 
becomes completely reliable 

- high cost 
- low risk 

 

 
 
Pilot implementation: The new system is first implemented in non-critical branch and if it is 
successful then it is moved to larger branches. 

 
Activities involved in conversion: 

i) Procedure conversion: 
o Operating procedures for the new system are documented 
o Communicated to users through training 

ii) File conversion: 
o File conversion is done to make the old files compatible for the new system 
o This should be done in time 
o Controls like hash totals and record counts needs to be used while conversion 
o Old files should be kept for some time 

iii) System conversion: 
o Shifting daily processing to the new system 
o Checking and balancing should be done with old system for some time 

iv) Scheduling personnel and equipment: 
o Deciding data processing schedules for different departments 
o Should be done jointly by IT and department managers 

 
Post Implementation Review (PIR) 

- Review of new system after its implementation 
- PIR should be done after 6 weeks to 6 months 
- Three issues are evaluated 

I. Development evaluation 
II. Operation evaluation 
III. Information evaluation 
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System Maintenance 
i) Scheduled maintenance – can be planned or pre-scheduled
ii) Rescue maintenance – for existing problems in system
iii) Corrective maintenance – for errors when they occur
iv) Adaptive maintenance – to change according to environment
v) Perfective maintenance – to add features
vi) Preventive maintenance – to prevent future occurrence of problems

Operation manuals (user guide/Operation Manual): 
• Cover page, a title page and copyright page
• Introduction
• Table of content
• Main functions
• Troubleshooting
• A FAQ (Frequently Asked Questions)
• Contact details
• Glossary and index

Auditors Role in SDLC 

The audit of system under development can have three main objectives 
1. To check the efficiency, effectiveness and economy
2. To check audit trails and controls
3. To check system’s operation controls

The auditor can achieve the above objectives by: 
i. Attend project and steering committee meetings
ii. Examine project documentation
iii. Conducting interview
iv. Check the compliance with development standards
v. Examine systems operational documentation to see operational controls
vi. The auditor can give rating (1 to 10) for various SDLC phases
vii. Auditor may ask for technical expert report on technical aspects (e.g. database
design) 

Some control considerations for an auditor to examine are: 
i. Documented policy and procedures
ii. Established project team
iii. Good infrastructure
iv. Trained development staff
v. Appropriate approvals
vi. Separation of development and test environment
vii. Standards are followed
viii. User department approval before implementing
ix. Version control
x. Safety of source code
xi. Systems maintains proper audit trail

Best Wishes 
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CHAPTER 6 – QRP 
 
 

Auditing of Information systems 
 

Key Topics: 
 

1. Basic Concepts of IS Audit 
 

2. Concurrent or Continues Audit Tools 
(i) Snapshots 
(ii) ITF 
(iii) SCARF 
(iv) CIS 
(v) Audit Hooks 

 
3. General Controls 

(i) Operating System Controls 
(ii) Data Management Controls 
(iii) Organizational Structure Controls 
(iv) System Development Controls 
(v) System Maintenance Controls 
(vi) Computer Centre Security Controls 
(vii) Internet & Intranet Controls 
(viii) Personal Computers Controls 

 
4. Audit and Evaluation Techniques for Physical and 

Environmental Controls 
(i) Audit of Physical Access Controls 
(ii) Audit of Environmental Controls 

 
5. Application Controls 

(i) Input Controls 
(ii) Process Controls 
(iii) Output Controls 

 
6. Audit of Application Security Controls 

 

 
 
◙ Need for Audit of Information Systems: 

1) Organizational Cost of Data Loss 
2) Incorrect Decision Making 
3) Costs of Computer Abuse 
4) Value of Computer Hardware, Software and Personnel 
5) High Costs of Computer Error 
6) Maintenance of Privacy 
7) Controlled evolution of computer Use 
8) Asset Safeguarding Objectives 
9) Data Integrity Objectives 
10) System Effectiveness Objectives 
11) System Efficiency Objectives. 
12) Compliance 
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◙ Effects of computers on audit: Auditor has to change his audit approach due to the use 

of computer in the organization. The changed approach is discussed as follows: 
(i) Change in evidences collection 
(ii) Changes in evidence evaluation 

 
1. Change in audit evidences collection techniques: The performance of evidence collection 

and understanding the reliability of controls involve the following issues: 
(a) Data retention and storage 
(b) Absence of input document 
(c) Non-availability of audit trail 
(d) Lack of visible output 
(e) Non-availability of Audit evidence 
(f) Legal issues 

 
2. Changes in evidence evaluation: 

(a) System generated transactions 
(b) Automated transaction processing 
(c) Systematic errors 

 
◙ Responsibility of controls: 

 
1) It is the responsibility of management to establish and maintain controls for effective 

and efficient operations and reliable information system. 
2) Generally there are three management levels in an organization, senior , middle and 

supervisory 
3) Senior management is responsible for strategic planning and objectives, thus setting 

the line of business that the company will pursue 
4) Middle  management  develops  the  tactical  plans,  activities  and  functions  that 

accomplish the strategic objectives 
5) Supervisory management oversees and controls the daily activities and functions 

 

 
 
The set of skills that is generally expected to be with an IS auditor include: 

(i) Knowledge of Business Operations, practices and compliance requirements 
(ii) Knowledge of Information Risks and Controls 
(iii) Knowledge of IT strategies, policy and procedural controls 
(iv) Knowledge of Technical and manual controls relating to business continuity 
(v) Knowledge of Professional Standards and Best Practices of IT controls and security. 
(vi) Should possess the required Professional Technical Qualification and certifications 

 
 
Functions of IS Auditor (Responsibility of IS Auditor) 

 
The IS auditor assess business risk related to the use of IT and give risk-oriented advice to 
management. IS Auditors review risks relating to IT systems and processes; some of them 
are: 

1) Inadequate controls (e.g. missing or out of date antivirus controls, open ports, open 
systems without password or weak passwords etc.) 

2) Inefficient use of resources, or poor governance (e.g. huge spending on unnecessary 
IT projects like printing resources, storage devices, high power servers and 
workstations etc.) 

3) Ineffective IT strategies, policies and practices (including a lack of policy for use of 
Information and Communication Technology (ICT) resources, Internet usage policies, 
Security practices etc.) 

4) IT-related frauds (including phishing, hacking etc) 
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Categories of IS Audits 

(i) Systems and Application 
(ii) Information Processing Facilities 
(iii) Systems Development 
(iv) Management of IT and Enterprise Architecture 
(v) Telecommunications, Intranets, and Extranets 

 
Steps in Information Technology Audit: 

1. Scoping and pre-audit survey 
2. Planning the audit 
3. Fieldwork 
4. Analysis 
5. Reporting 
6. Closure 

 
Audit Standards and Best Practices 

 
(i) ISACA (Information Systems Audit and Control Association) 

- IS auditing standards - 16 
- IS auditing guidelines - 39 
- IS auditing procedures - 11 
- COBIT (Control Objectives for Information and Related Technology). The details are 

given in Chapter 1. 
(ii) ISO 27001: Information Security Management System (ISMS). The details of this 

standard are given in chapter 7. 
(iii) Internal Audit Standards: IIA (Institute of Internal Auditors) is an international 

professional association. IIA issued Global Technology Audit Guide (GTAG) 
(iv) Standards on Internal Audit issued by ICAI: The standards issued by the ICAI 

highlight the process to be adopted by internal auditor in specific situation. 
(v) ITIL: The Information Technology Infrastructure Library (ITIL). The details are given in the 

Chapter 7. 
 
◙ Performing IS Audit: Important points during audit planning are given as follows: 

 
1) Extent of planning will vary according to the size & complexity of the entity 
2) Obtaining knowledge of the business 
3) The auditor may discuss the overall audit plan with the entity’s audit committee 
4) The auditor should develop and document an overall audit plan 
5) Auditor is expected to modify the audit plan as per the circumstances. 

 

Preliminary Review: The following are points should be considered by an IS auditor as part 
of the preliminary review: 

 
i) Knowledge of the business: 

- General economic and industry conditions affecting the entity’s business 
- Nature of business, its products and services 
- General exposures to business 
- Clients, vendors and business partners 
- Level of competence of management 
- Set up and organization of IT department 

 
ii) Understanding the technology: Auditor should understanding the following - 

o Analysis of business processes and level of automation 
o Level of IT dependency 
o IT architecture (e.g. client-server, cloud or hybrid architecture) 
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o Network diagrams 
o External connectivity with vendors, customers and Government 
o Various technologies and their advantages and disadvantages 
o IT policies, standards, guidelines and procedures 

 
iii) Understanding internal control system: 

o Compliance testing 
o Substantive testing 

 
iv) Legal considerations and audit standards: 

o Legal and statutory implications on the audit work 
o Regulations and guidelines relating to the conduct of audit 
o Regulatory framework according to which minimum level of controls must be 

maintained. E.g. restriction on the use of freeware, shareware etc. 
o Audit standards and code of professional ethics 

 
v) Risk assessment and materiality: 

Risk assessment will help in audit planning decisions such as 
- Nature, extent and timing of audit procedures 
- Areas of business functions to be audited 
- Time and resources to be allocated for audit 

 
Steps for risk-based approach to make an audit plan are: 

 

i) Make the Inventory of information systems and categorize them 
ii) Determine which systems impact the critical functions 
iii) Assess the risk factors affecting these systems 
iv) Based on the above assessment, decide the audit priorities, resources and schedule 

 
 
Categories of Audit Risk: 

 
Categories of Audit Risk 

 

 
 

Inherent Risk Control Risk Detection Risk 
 
 
Inherent Risk: Weakness of information system. 
Control Risk: Control risk is the risk that material error will not be prevented or detected by 
the internal control system. 
Detection Risk: Detection risk is the risk that the IT auditor’s substantive procedures will not 
detect material error 

 
Validation of information/evidence collected by auditor: The auditor performs the 
necessary testing by using documentary evidence, corroborating interviews, and personal 
observation. Validation of all this information can be done in several ways, which are as 
follows: 
1) Asking different personnel the same question and comparing the answers 
2) Asking the same question in different ways at different times 
3) Comparing checklist answers to work papers, programs, documentation or tests 
4) Comparing checklist answers to observations and actual system results; and 
5) Conducting mini-studies of critical phases of the operation. 

 

Click Here to Get More Updates On CA & CS On WHATSAPP

http://www.caspot.com/p/updates-in-whatsapp.html


Ch 6. Auditing of Information Systems (Pg 5) Sumit Shanker (FCA, DISA, CISA)  
 

 
 
 
◙ IS Audit and Audit Evidence: According to SA-230, Audit Documentation 
(working papers) refers to the record of audit procedures performed, relevant audit 
evidence obtained, and conclusions the auditor reached. The object of an auditor’s working 
papers is to record and demonstrate the audit work from one year to another. 

 
Evidences are also necessary for the following purposes: 
1) Means of controlling current audit work 
2) Evidence of audit work performed 
3) Schedules supporting or additional item in the accounts; and 
4) Information about the business being audited, including the recent history. 

 
Documentation by Auditor: To be able to prepare proper report, auditor needs documented 
evidences. The problem of documents not available in physical form has been highlighted at 
many places. Following is list of actions that auditor needs to take to address the problems: 
1) Use of Computer Assisted Audit Techniques (CAAT), for documenting evidences. 
2) Proper Audit timing so that auditor can validate transactions as they occur in system. 

 
Inherent limitations of an audit: 
1) The nature of financial reporting 
2) The nature of audit procedures 
3) Audit to be conducted within a reasonable period of time and at a reasonable cost 
4) Fraud, particularly fraud involving senior management or collusion 
5) Related party relationships and transactions 
6) The occurrence of non-compliance with laws and regulations 
7) Future events or conditions disturbing going concern 

 
Provisions relating to Digital Evidences: As per Indian Evidence Act, 1872, “Evidence” 
means and include: 

I. All statements, which the Court permits or requires to be made before it by witnesses, 
in relation to matters of fact under inquiry; such statements are called oral evidence 

II. All documents produced for the inspection of the Court, such documents are called 
documentary evidence. 

III. Documentary Evidence also includes ‘Electronic Records’. The Information 
Technology Act, 2000 provides the legal recognition of electronic records and 
electronic signature through its various sections. 

 

  x x   
 
 
 
◙ Concurrent or Continuous Audit: 

 
- Audit evidence is collected at the time of processing of data 
- This techniques works in a paperless environment 

 
Concurrent audit techniques 

 
 
 

Snapshots Integrated test facility 
(ITF) 

System control audit 
review file (SCARF) 

Continuous and 
intermittent simulation 

(CIS) 

Audit Hooks 
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I. Snapshots: 

- Audit module/software takes screen shots of the transaction 
- Screen shots of critical / material transaction 
- Screen shots are used for checking authenticity, accuracy and completeness 

- Precise timing of the screen shot 
- Examining and reporting mechanism of these screen shots 

 
II. Integrated test facility (ITF): 
- ITF module creates dummy entities 
- Auditor uses these dummy entities to process dummy data 
- ITF should tag dummy data 
- Dummy data is removed later 
- ITF can also tag live data and apply test on it 

 
III. System control audit review file (SCARF): 
- Audit software modules is embedded within the host application 
- Continuous monitoring of system’s transactions 
- Placed at predetermined points to gather information 
- Information is written onto the SCARF master file 
Auditor might use the SCARF technique to collect the following information: 

i) Application systems errors 
ii) Policies and procedures variances 
iii) Exception transactions 
iv) Statistical samples 
v) Snapshots and extended records 
vi) Profiling data 

vii) Performance measurement 
 
IV. Continuous and intermittent simulation (CIS): 
- Exception or unusual transaction are examined 
- CIS takes input data from the system to process the selected transaction 
- CIS now process the transaction by simulation 
- Results are compared to determine differences 
- Exceptions are written to a log file 
- CIS does not require modification to the application system. 

 
V. Audit Hooks: 

- These are audit routines (S/W) that flag/tags suspicious transactions. 
- Audit department will investigate these tagged records for detecting fraud. 
- When audit hooks are employed, auditors can be informed of questionable 

transactions as soon as they occur. 
 
 
 
 

Advantage of concurrent audit 
techniques: 
- Timely audit 
- Comprehensive and detailed testing 
- Evaluating the system 
- Effective where audit trail is missing 
- Surprise test capability 
- Can be used as training tool 

Disadvantage of concurrent audit 
techniques: 
- More resources are required 
- Involvement of auditor 
- Requires expert knowledge 
- Works only in stable system 
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◙ Audit Trail: Audit trails means logs that record activity at the system, application and 

user level. It is a detective control 
- Security objectives of audit trail are: 

1. Detecting unauthorized access to the system 
2. Facilitating the reconstruction of events 
3. Creating personal accountability 

 

  x x   
 
 
 

Key Topics (Continue): 
 

3. General Controls 
(i) Operating System Controls 
(ii) Data Management Controls 
(iii) Organizational Structure Controls 
(iv) System Development Controls 
(v) System Maintenance Controls 
(vi) Computer Centre Security Controls 
(vii) Internet & Intranet Controls 
(viii) Personal Computers Controls 

 
4. Audit and Evaluation Techniques for Physical and Environmental 

Controls 
(i) Audit of Physical Access Controls 
(ii) Audit of Environmental Controls 

 
5. Application Controls 

(i) Input Controls 
(ii) Process Controls 
(iii) Output Controls 

 
6. Audit of Application Security Controls 

 

 
 

3. General Controls 
 
(i) Operating System Controls: 

 
Operating system performs the following major tasks: 

1) Scheduling Jobs 
2) Managing Hardware and Software Resources 
3) Maintaining System Security 
4) Enabling Multiple User Resource Sharing 
5) Handling Interrupts 
6) Maintaining Usage Records 

 
(a) Control Objectives: Following are the major control objectives: 

• Protect itself from user; 
• Protect user from each other; 
• Protect user from themselves; 
• The operating system must be protected from itself; and 

• The operating system must be protected from its environment. 
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(b) Operating System Security: Following security components are found in secure OS: 
1) Log-in Procedure 
2) Access Token 
3) Access Control List 
4) Discretionary Access Control 

 
(c) Remedy from destructive programs: destructive programs like viruses, warms etc. 

- Purchase software from reputed vendor 
- Examine all software before implementation 
- Establish educational program for user awareness 
- Install all new application on a standalone computer and thoroughly test them 
- Make back-up copy of key file; and 
- Always use updated anti-virus software. 

 
(ii) Data Management Controls 

 
(a) Access Controls: 

- User Access Controls through passwords, tokens and biometric Controls; and 
- Data Encryption: Keeping the data in database in encrypted form. 

 
(b) Back-up Controls: Various backup strategies are given as follows: 

- Dual recording of data 
- Periodic dumping of data 
- Logging input transactions 
- Logging changes to the data 

 
(iii) Organizational Structure Controls: Segregation is done at the following functional levels, 

to adhere the following principles of internal controls: 
- Segregating the maker / creator from checker 
- Segregating the asset record keeper from physical asset keeper; and 
- Regular checking of effectiveness of internal controls. 

 
(iv) System Development Controls 

- System Authorization Activities 
- User Specification Activities 
- Technical Design Activities 
- Internal Auditor’s Participation 
- Program Testing 
- User Test and Acceptance Procedures 

 
(v) System Maintenance Controls: Maintenance activities should be given essentially the 

same treatment as new development. When maintenance cause extensive changes to 
program logic, additional control should be invoke, such as involvement by the auditor and 
the implementation of user test and acceptance procedure. 

 
(vi) Computer Centre Security Controls 

 
(a) Physical Security: Physical security includes arrangements for: 

• Fire damage 
• Water damage 
• Power supply variation 
• Pollution damage 
• Unauthorized intrusion 
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(b) Software & Data Security: In today’s business world, trade is through networks & has 
spread over geographical area, so security is must. Following measures can be taken: 

o Authorization of persons to use data 
o Passwords & PINs 
o Monitoring after office hours activity 
o Segregation, check & control over critical information 
o Frequent audits 
o Screening and background checks before recruitment 
o Encryption of data 
o Security software 
o Management checks 
o Back up of data/information 
o Antivirus software 

 
(c) Data Communication Security: This is another important aspect to be covered. This can 
be implemented through the following controls: 

o Audit trails of crucial network activities, 
o Sign on user identifier, 
o Passwords to gain access, 
o Terminal locks, 
o Sender & receiver authentications, 
o Check over access from unauthorized terminals, 
o Encryption of data / information, 
o Proper network administration, 
o Hardware & system software built in control, 
o Use of approved networks protocols, 
o Network administrations, and 
o Internally coded device identifier. 

 
 

(vii) Internet & Intranet Controls 
 

(a) Component Failure: The primary components in the communication sub-systems are: 
o Communication lines, twisted pair, fiber optics, microwave and satellite 
o Hardware – ports, modems, multiplexers, switches and concentrators etc. 
o Software – Packet switching software, data compression software etc. 
o Due to component failure, transmission between sender and receiver may be 

disrupted, destroyed or corrupted in the communication system. 
 

(b) Subversive Threats: 
o Invasive tap: By installing it on communication line, he may read and modify data. 
o Inductive tap: It monitors electromagnetic transmissions to read the data only. 

 
Following mechanism can be used to control these threats: 

• Fire wall 
• Controlling Denial of Service (DoS) Attacks 
• Encryption 
• Recording of Transaction Log 
• Call Back Devices 
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(viii) Personal Computers Controls 

 
Related risks are given as follows: 
o Small in size and easy to connect and disconnect 
o Pen drives can be very conveniently transported from one place to another 
o Computer viruses and pirated software. 
o Segregation of duty is not possible, where staff is limited. 
o The operating staff may not be properly trained. 
o Weak access control over personal computers 

 

The Security Measures: 
o Physically locking the system; 
o Proper logging of equipment shifting must be done; 
o Centralized purchase of hardware and software; 
o Standards set for developing, testing and documenting; 
o Uses of anti-malware software; and 

 
 

4. Audit and Evaluation Techniques for Physical and 
Environmental Controls 

 
(i) Audit of Physical Access Controls: Auditing physical access requires the auditor to 

review the physical access risk and controls to form an opinion on the effectiveness of 
the physical access controls. This involves the following: 

o Risk Assessment: The auditor must satisfy him/herself that the risk assessment 
procedure adequately covers periodic and timely assessment of all assets, physical 
access threats, vulnerabilities of safeguards and exposures there from. 

o Controls Assessment: The auditor based on the risk profile evaluates whether the 
physical access controls are in place and adequate to protect the IS assets against the 
risks. 

o Review of Documents. It requires examination of relevant documentation such as the 
security policy and procedures, premises plans, building plans, inventory list and cabling 
diagrams. 

 
(ii) Audit of Environmental Controls 

 
Audit Planning and Assessment: As part of risk assessment: 

 
• The risk profile should include the different kinds of environmental risks that the 

organization is exposed to. These should include both natural and man-made threats. 
The profile should be periodically reviewed and updated with new risks that may arise. 

• The controls assessment must ascertain that controls safeguard the organization against 
all acceptable risks. 

• The security policy of the organization should be reviewed. 
• Building plans and wiring plans need to be reviewed to determine the appropriateness of 

location of server room, review of surroundings, power and cable wiring etc. 
• The IS auditor should interview employees to satisfy himself about employees’ 

awareness of environmental threats and controls, incident handling, and evacuation 
procedures. 

• Administrative procedures such as preventive maintenance plans and their 
implementation, incident reporting and handling procedures, inspection and testing plan 
and procedures need to be reviewed. 
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Audit of Environmental Controls: Audit of environmental controls requires the IS auditor to 
conduct physical inspections and observe practices. The Auditor should verify: 

• Construction material used should be fire proof.
• Water and smoke detectors, power supply arrangements and testing logs
• The location of fire extinguishers, firefighting equipment and refilling date
• Emergency procedures, evacuation plans and marking of fire exists.
• There should be half-yearly Fire drill to test the preparedness
• Fire inspection certificate and shortcomings pointed out by other auditors
• Power sources and conduct tests to assure the quality of power.
• Environmental control equipment such as air-conditioning, dehumidifiers, heaters etc
• Compliant logs and maintenance logs to assess if MTBF and MTTR
• Identify undesired activities such as smoking, consumption of eatables etc.

Documentation: As part of the audit procedures, the IS auditor should also document all 
findings. The working papers could include audit assessments, audit plans, audit procedures, 
questionnaires, interview sheets, inspection charts etc. The following Table presents a brief 
idea about the same. 

Documentation of Auditing of Environment Controls 
Control Activities Control Techniques Audit Procedure 
(i)  Safeguard of heating 

ventilation and AC 
systems 

Constant temperature and 
humidity levels systems 

- Review heating, ventilation and AC 
design to verify proper functioning 

(ii) Control of radio 
emissions effect on 
computer systems 

Electronic shielding to control 
radio emissions that affect the 
computer systems 

- Review shielding strategies against 
interference 

(iii) Establish adequate 
interior security based 
on risk 

Critical systems have emergency 
power supplies for alarm system, 
monitoring devices, exit lighting, 
communication systems 

- Verify critical systems (alarm, 
monitoring devices, entry control 
systems) have emergency power 
supply 

- Identify back-up systems and 
procedures and determine the 
frequency of testing, review test 
results 

(iv) Protection against CBR 
threats 

Appropriate plans and shelters 
are in place for a potential CBR 
attack (chemical, biological and 
radioactive). 

Restricting public access and 
protect critical entry points, air 
intake vents, protective grills and 
roofs 

- Interview officials, review planning 
documents and related test results 

- Observe and document the 
controls in place to mitigate 
emerging threats 

- Observe location of these devices 
and identify security measures 
implemented 

- Check intrusion detection sensors 
(v) Adequate 

environmental controls 
Smoke detectors, fire 
extinguishers and sprinkler 
systems. 
Controls to mitigate disasters 
such as floods and earthquakes. 
Redundancy exists in critical 
systems like, UPS, air cooling 
systems, and backup generators. 
Humidity, temperature and 
voltage control are maintained. 
Emergency lightening, power 
outages and evacuation routs are 
appropriately located 

- Interview managers and check that 
operations staff are aware of the 
locations of fire alarms, 
extinguishers, emergency power 
off switches, air-ventilation 
apparatus and other emergency 
devices 

- Determine that humidity, 
temperature and voltage are 
controlled within the accepted 
levels 

- Check cabling, plumbing, smoke 
detectors, water detectors are 
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  installed and working properly 
(vi) Staff training for 

emergency handling 
Operational and support 
personnel are trained and 
understand emergency 
procedures. 
Emergency procedures are 
documented and periodically 
tested 

- Interview security personnel to 
ensure their awareness and 
responsibilities 

- Review training records and 
documentation. Determine the 
scope and adequacy of training 

- Review test policies, 
documentation and know-how of 
operational staff 

- Review incident handling 
procedures 

 
 
 

3) Application Controls 
 

There are three categories of application controls: 
(i) Input Controls 
(ii) Process Controls 
(iii) Output Controls 

 

 
 

(i) Input Controls 
 

Input controls are divided into the following broad classes: 
(a) Source Document Control 
(b) Data Coding Controls 
(c) Validation Controls. 

 
(a) Source Document Controls: 

- Use pre-numbered source documents 
- Use source documents in sequence 
- Periodically audit source documents 

 
(b) Data Coding Controls: 

- Transcription Errors 
• Addition errors 
• Truncation errors 
• Substitution errors 

- Transposition Errors 
• Single transposition errors 
• Multiple transposition errors 

 
(c) Validation Controls: Input validation controls are intended to detect errors in the 
transaction data before the data is processed. There are three levels of input validation 
controls: 

1) Field interrogation 
2) Record interrogation 
3) File interrogation. 

 
1) Field Interrogation: It involves programmed procedures that examine the characters 

of the data in the field. Following are some common types of field interrogation: 
• Limit Check 
• Picture Checks 
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• Valid Code Checks 
• Check Digit 
• Arithmetic Checks 
• Cross Checks 

2) Record Interrogation: 
• Reasonableness Check 
• Valid Sign 
• Sequence Check 

3) File Interrogation: 
• Version Usage 
• Internal and External Labeling 
• Data File Security 
• Before and after Image and Logging 
• File Updating and Maintenance Authorization 
• Parity Check 

 
(ii) Processing Controls 

 
1) Run-to-run Totals 
2) Reasonableness Verification 
3) Edit Checks 
4) Field Initialization 
5) Exception Reports 

 
(iii) Output Controls 

 
1) Storage and logging of sensitive, critical forms 
2) Logging of output program executions 
3) Spooling/queuing 
4) Controls over printing 
5) Report distribution and collection controls 
6)  Retention controls 

 

 
 

4) Audit of Application Security Controls 
 
Approach to Application Security Audit: Application security audit is being looked from  
the usage perspective. A layered approach is used based on the functions and approach of 
each layer. Layered approach is based on the activities being undertaken at various levels of 
management, namely supervisory, tactical and strategic. The approach is in line with 
management structure which follows top-down approach. 

 
Auditors need to have a clear understanding of the following: 

- Business process for which the application has been designed 
- Source of data input to and output from the application 
- Various interfaces of the application under audit with other applications 
- Various methods that may be used to login to application, other than normal user id 

and passwords that are being used, including the design used for such controls 
- Roles, user profiles and user groups that can be created in an application 
- Policy of the organization for user access 
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Application security layers:  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Application Security Layers 
 

Understanding the layers and related issues: 
 

1. Operational Layer: Auditor should review 
• User accounts and access rights 
• Password controls 
• Segregation of duties 

 

2. Tactical Layer: At the tactical layer following issues are reviewed: 
• Timely updates 
• IT Risk Management 
• Interface Security 
• Audit Logging and Monitoring 

 
3. Strategic Layer: At this layer, the top management takes action, like: 

• Making up security policy, security training, and security guideline and reporting. 
• A comprehensive information security program fully supported by top management 
• The security policy should be supported and supplemented by detailed standards and 

guidelines 
• Promote ongoing security awareness to the organization’s users. 
• Auditor needs to check whether all these aforementioned guidelines have been 

properly framed and applied. 
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CHAPTER 7 – QRP 
 
 
 

Information Technology Regulatory Issues 
 
 
 
Key Topics: 

 
 

1. IT Act (2008) 
 
 

2. IRDA Requirements for Systems Control & Audit 
 
 

3. RBI Requirements for Systems Control & Audit 
 
 

4. SEBI Requirements for Systems Control & Audit 
 
 

5. Cyber Forensic and Cyber Fraud Investigation 
 
 

6. Security Standards 
 
 
 
 
 
 
 
 

1. IT Act (2008) 
 
 
◙ Introduction to IT Act 2008: 
◙ Objectives of IT Act 
◙ Key Definitions: 
◙ IT Act Provisions: 

 
 
◙ Introduction to IT Act 2008 

- Earlier called: Information Technology Act 2000 
- Now called: Information Technology (Amendment) Act 2008 
- Following rules have been issued for IT Act 2008:- 

• Information Technology (Reasonable security practices and procedures and 
sensitive personal data or information) Rules 2011 

• Information Technology (Intermediaries guidelines) Rules 2011 
• Information Technology (Electronic service delivery) Rules 2011 
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◙ Objectives of the Act are: 
1) To grant legal recognition to 

• Electronic records 
• Electronic transactions 

• Digital signature 
2) Electronic filing with Government 
3) Electronic fund transfer 
4) Book of accounts by banker’s in electronic form. 
5) To amend the Indian Penal Code, the Indian Evidence Act, 1872, the Banker’s Book 

Evidence Act, 1891, and the Reserve Bank of India Act, 1934. 
 
Section 2: Definitions 

 

• Access: Gaining entry into (instructing or communicating with the logical, arithmetical, or 
memory function resources of) computer system or computer network 

• Addressee: A person who is intended by the originator to receive the electronic record 
but does not include any intermediary 

• Asymmetric Crypto System: A system of a secure key pair consisting of a private key for 
creating a digital signature and a public key to verify the digital signature 

• Certification Practice Statement: A statement issued by a Certifying Authority to specify 
the practices that the Certifying Authority uses in issuing Electronic Signature Certificates 

• Communication Device: Cell Phones, Personal Digital Assistance, or any other device 
used to communicate, send or transmit any text, video, audio, or image 

• Computer: Any electronic, magnetic, optical or other high-speed data processing device 
which performs logical, arithmetic, and memory functions and includes all input, output, 
processing, storage, computer software, or communication facilities connected to it 

• Computer Network: The interconnection of one or more Computers or Computer systems 
or Communication device through - 

(i) the use of satellite, microwave, terrestrial line, wire, wireless and 
(ii) terminals consisting of two or more interconnected computers or 

communication device 
• Computer Resource: Computer, communication device, computer system, computer 

network, data, computer database or software 
• Computer System: A device or collection of devices, including input and output support 

devices (excluding calculators which are not programmable), which contain computer 
programs, electronic instructions, input data, and output data, that performs  logic, 
arithmetic, data storage and retrieval, communication control and other functions 

• Cyber Café: Any facility from where access to the internet is offered by any person in the 
ordinary course of business to the members of the public 

• Cyber Security: Protecting  information, equipment, devices, computer, computer 
resource, communication device and information stored  therein  from  unauthorized 
access, use, disclosure, disruption, modification or destruction 

• Data: A representation of information, knowledge, facts, concepts or instructions which 
have been prepared in a formalized manner and has been processed in a computer 
system or computer network, and may be in any form (including computer printouts 
magnetic or optical storage media, punched cards, punched tapes) or stored internally in 
the memory of the computer 

• Digital Signature: Authentication of any electronic record by a subscriber by means of an 
electronic method or procedure in accordance with the provisions of section 3 

• Digital Signature Certificate: A Digital Signature Certificate issued under sub-section (4) 
of section 35 

• Electronic Form: Any information generated, sent, received or stored in media, magnetic, 
optical, computer memory, micro film, computer generated micro fiche or similar device 
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• Electronic Record: Data, record or data generated, image or sound stored, received or 
sent in an electronic form or micro film or computer generated micro fiche 

• Electronic signature: Authentication of any electronic record by a subscriber by means of 
the electronic technique specified in the second schedule and includes digital signature 

• Information: Includes data, message, text, images, sound, voice, codes, computer 
programmes, software and databases or micro film or computer generated micro fiche 

• Intermediary: Any person, who on behalf of another person receives, stores or transmits 
a record or provides any service with respect to a record and includes telecom service 
providers, network service providers, internet service providers, web hosting service 
providers, search engines, online  payment  sites,  online-auction  sites,  online  market 
places and cyber cafes 

• Key Pair: In an asymmetric crypto system there is a private key and a related public key, 
which are so related that the public key can verify a digital signature created by the 
private key 

• Originator: A person who sends, generates, stores or transmits any electronic message 
or  causes any electronic message to be sent, generated, stored or transmitted to any 
other person but does not include an intermediary 

• Secure System: Computer hardware, software, and procedure that -: 
(a) are reasonably secure from unauthorized access and misuse 
(b) provide a reasonable level of reliability and correct operation 
(c) are reasonably suited to performing the intended functions; and 
(d) adhere to generally accepted security procedures 

• Verify: In relation to a digital signature means to determine whether 
(a) the initial electronic record was affixed with the digital signature by the use of 

private key corresponding to the public key of the subscriber; 
(b) the initial electronic record is retained intact or has been altered since such 

electronic record was so affixed with the digital signature. 
 

 
 
◙ CHAPTER-II: DIGITAL SIGNATURE AND ELECTRONIC SIGNATURE 

 
Section 3: Authentication of Electronic Records: 
3(1) Electronic record can be authenticated by affixing his Digital Signature 
3(2) Authentication is done by the use of asymmetric crypto system and hash function 
3(3) Can be verified by public key of the subscriber 
3(4) Private key and the public key are unique to the subscriber 

 
Section 3A: Electronic Signature: 
3A Electronic record can be authenticated by electronic signature which – 

(a) is reliable and 
(b) specified in Second Schedule 

3A(2) Electronic signature is reliable if 
(a) Signature creation data linked to the signatory 
(b) Signature creation data is under the control of the signatory 
(c) Alteration to the electronic signature is detectable 
(d) Alteration to the information detectable 
(e) Fulfills such other conditions as prescribed 

3A(3) Central Government may prescribe the details 
3A(4) Central Government add to or omit any electronic signature from the second schedule; 
3A(5) Notification issued under sub-section (4) shall be laid before Parliament 

 

Click Here to Get More Updates On CA & CS On WHATSAPP

http://www.caspot.com/p/updates-in-whatsapp.html


Ch 7. Information Techonoly Regulatory Issues (Pg 4) Sumit Shanker (FCA, DISA, CISA)  
 

 
 
 
◙ CHAPTER-III: ELECTRONIC GOVERNANCE 

 
Section 4: Legal Recognition of Electronic Records: 
Where any law requires any information in writing / typewritten / printed form, then such 
information can be – 

(a) made available in an electronic form; and 
(b) accessible for a subsequent reference 

 
Section 5: Legal recognition of Electronic Signature: 
Where any law requires signature on any document then digital signature can be used in 
such manner as may be prescribed by the Central Government. 
Explanation – For the purposes of this section, "Signed", mean affixing of his hand written signature 
or any mark on any document 

 
Section 6: Use of Electronic Records and Electronic Signature in Government and its 
agencies: 
6(1) Where any law provides for – 

(a) filing  of  any  form,  application  or  any  other  document  with  any  Government 
department 

(b) issue of any license, permit, sanction 
(c) receipt or payment of money 

then,  such  transactions  can  be  done  in  electronic  form  as  may  be  prescribed  by  the 
appropriate Government 
6(2) Appropriate Government may prescribe rules for sub-section (1) 

 
Section 7: Retention of Electronic Records: 
7(1) A document can be retained in the electronic form. Three conditions - 

(a) remains accessible so as to be usable for a subsequent reference; 
(b) retained in the format in which it was originally generated, sent or received 
(c) origin, destination, date and time of dispatch or receipt are available in the electronic 

record: 
7(2) This section shall not apply to any law where some other provision is there for retention 
of electronic records. 
Section 7A: Audit of Documents etc in Electronic form: 
Applicability of audit on electronic document also. 

 
Section 8: Publication of rules, regulation, etc, in Electronic Gazette: 

• Government will publish gazette in manual and electronic form also 
• Date of notification will be – whichever is earlier 

 
Section 9: Sections 6, 7 and 8 Not to Confer Right to insist document should be accepted in 
electronic form: 
Person cannot insist any government department to do transaction in electronic form 

 
Section 10: Power to make rules by Central Government in respect of Electronic Signature: 
The Central Government may prescribe rules for 

(a) type of Electronic Signature 
(b) how Electronic Signature shall be attached 
(c) how Electronic Signature will be verified 
(d) control procedures 
(e) any other matter 

 
Section 10A: Validity of contracts formed through electronic means: 
Contract can be formed by means of an electronic means 
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◙ CHAPTER-V: SECURE ELECTRONIC RECORDS AND SECURE ELECTRONIC 
SIGNATURES 

 
Section 14: Secure Electronic Record: 
An electronic record on which security procedures have been applied 

 
Section 15: Secure Electronic Signature: 
An electronic signature shall be deemed to be a secure electronic signature if- 

(i) signature creation data was under the control of signatory only 
(ii) signature creation data was stored and affixed as prescribed 

Explanation – In case of digital signature, the "signature creation data" means the private key 
of the subscriber 

 
Section 16: Security procedures and Practices: 
The Central Government may prescribe procedures for sections 14 and 15 

 

 
 
◙ CHAPTER-IX: PENALTIES AND ADJUDICATION 

 
Section 43: Penalty and Compensation for damage to computer, computer system, etc 
A person shall be liable to pay compensation If he, without permission of the owner - 
(a) accesses computer system 
(b) downloads, copies or extracts any data 
(c) introduces computer contaminant or computer virus 
(d) damages data or computer system or network 
(e) disrupts computer system or network 
(f) denies access to any authorized person 
(g) wrongly charges the services 
(h) destroys, deletes or alters any information 
(i) Steals or destroys or alters source code 

 
Explanation - for the purposes of this section – 

 
(i) "Computer Contaminant" means a program which can modify, destroy, record, 

transmit data or program residing within a computer system or by any means usurp 
the normal operation of the computer system 

(ii) "Computer Database" means a collection of information, knowledge, facts, concepts 
or instructions in text, image, audio, video that have been prepared in a formalized 
manner to be used in a computer system 

(iii) "Computer Virus" means any program that destroys, damages, degrades or adversely 
affects the performance of a computer resource or attaches itself to another computer 
resource and operates when a program is executed 

(iv) "Damage" means to destroy, alter, delete, add, modify or re-arrange any computer 
resource by any means. 

(v) "Computer Source code" means the listing of programs, computer commands, design 
and layout and program analysis of computer resource in any form 

 
Section 43A: Compensation for failure to protect data 
If an organization has any sensitive personal data in its computer resource, then if it is 
negligent in implementing and maintaining reasonable security controls and thereby causes 
loss to any person, then such organization shall be liable to pay compensation, to the person 
so affected. 
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Section 44: Penalty for failure to furnish information, return, etc 

a) Non-filing of return/document – Upto Rs 1,50,000 
b) Late filing – Upto Rs 5000 per day 
c) Non-maintenance of books of accounts – Upto Rs 10,000 per day 

 
Section 45: Residuary Penalty: 
If no penalty has been separately provided for any contravention than residuary penalty upto 
Rs 25,000 can be imposed 

 

 
 
◙ CHAPTER-XI: OFFENCES 

 
- Section 65: Tampering with Computer Source Documents: Imprisonment upto 3 

years or fine upto 2 lacks or both. 
- Section 66: Computer Related Offences as per section 43: Imprisonment upto 3 

years or fine upto 5 lacks or both. 
- Section 66A: Sending offensive messages through communication service, etc: 

Imprisonment upto 3 years and fine. 
- Section 66B: Dishonestly receiving stolen computer resource or communication 

device: Imprisonment upto 3 years or fine upto 1 lacks or both. 
- Section 66C: Identity theft: Imprisonment upto 3 years or fine upto 1 lacks or both. 
- Section 66D: Cheating by personating by using computer resource: Imprisonment 

upto 3 years or fine upto 1 lacks or both. 
- Section 66E: Violation of privacy: Imprisonment upto 3 years or fine upto 2 lacks or 

both. 
- Section 66F: Cyber terrorism: Upto life imprisonment 
- Section 67, 67A, 67B: Publishing or transmitting obscene material in electronic form: 

Imprisonment upto 5 years or fine upto 10 lacks or both. 
 
Section 68 Controller may give directions to a Certifying Authority to take such measures as 
specified in the order. If any person fails to comply, he shall be liable to imprisonment upto 2 
years or fine upto Rs.1 lakhs, or both 

 
Section 69 Power of Central/State Govt to intercept any information on computer network for 
security reasons 

 
Section 69A Power of Central Govt to block public access of any information through any 
computer resource for security reasons 

 
Section 69B: Power of Central Govt to authorize to monitor and collect traffic data or 
information through any computer resource for Cyber Security 
"Traffic data" means network logs which can identify origin, destination, route, time, date, 
size, duration or type of underlying service or any other information 

 
Section 70 empowers the appropriate Government to declare by notification any computer, 
computer system or computer network to be a protected system. Any unauthorized access of 
such systems will be punishable with imprisonment which may extend to ten years or with 
fine. 

 
Section 70A National Nodal Agency: The central Government may appoint an organization 
of the Government as the National Nodal Agency in respect of Critical Information 
Infrastructure Protection. The agency shall be responsible for all measures including  
research and development relating to protection of critical information infrastructure. 
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Section 70B: Indian Computer Emergency Response Team (CERT-In): CERT-
In to serve as national agency for incident response: 
– Appointed by Central Govt 
– Central Govt shall appoint Director General and other officer. Salary and allowances as 

prescribed. 
– Functions of CERT-In in the area of Cyber Security,- 

(a) collection, analysis and distribute information on cyber incidents 
(b) forecast and alerts of cyber security incidents 
(c) emergency measures for handling cyber security incidents 
(d) coordination of cyber incidents response activities 
(e) issue guidelines, security practices, procedures for prevention of cyber incidents 
(f) such other functions as prescribed 

– CERT may give order to service providers, intermediaries, data centers, body corporate 
– Any person who does not comply with the order shall be punishable with imprisonment 

upto one year or with fine upto one lakh rupees or with both 
 
Section 71 provides that any person found misrepresenting or suppressing any material fact 
from the Controller or the Certifying Authority shall be punished with imprisonment for a term 
which may extend to two years or with fine which may extend to Rs.1 lakh or with both. 

 
Section 72 provides a punishment for breach of confidentiality and privacy of electronic 
records, books, information, etc. by a person who has access to them without the consent of 
the person to whom they belong with imprisonment for a term which may extend to two years 
or with fine which may extend to Rs.1 lakh or with both. 

 
Section 73 provides punishment for publishing a Digital Signature Certificate false in 
material particulars or otherwise making it available to any other person with imprisonment 
for a term which may extend to two years or with fine which may extend to Rs.1 lakh or with 
both 

 
Section 74 – Publication of electronic signature certificate for fraudulent purpose 
If a person knowingly creates, publishes or otherwise makes available an Electronic 
Signature Certificate for fraudulent or unlawful purpose, shall be punished with imprisonment 
upto 2 years or fine upto Rs 1 lakh or both 

 
Section 75 provides for punishment for commission of any offence or contravention by a 
person outside India irrespective of his nationality if the act or conduct constituting the 
offence or contravention involves a computer, computer system or computer network located 
in India. 

 
Section 76 provides for confiscation of any computer, computer system, floppies, compact 
disks, tape drives or any other accessories related thereto in respect of contravention of any 
provision of the Act, rules, regulations or orders made there under. 

 
Section 79: Intermediaries not to be liable in certain cases 
Network Service Providers (Intermediaries) shall not be liable for any third party information 
or data made available by him if he proves that 

- the offence was committed without his knowledge or consent 
- upon receiving actual knowledge it immediately remove the material 

 
Section 79A: Examiner of Electronic Evidence 
For the purposes of providing expert opinion on electronic form evidence before any court or 
other authority, the central government may appoint an Examiner of Electronic Evidence. 
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◙ CHAPTER-XIII: MISCELLANEOUS 

 
Section 80 - Power of Police Officer and Other Officers to Enter, Search, etc. 
- Any police officer may enter any public place and search and arrest without warrant any 

person found therein who is reasonably suspected of having committed or committing 
any offence under this act 

Explanation – Public place includes public conveyance, any hotel, any shop, or any other 
place intended for use by public 

 
Section 81: Act to have Overriding effect 
This Act shall have overriding effect over other laws. 

 
Section 81A: Application of the Act to Electronic cheque and truncated cheque 
The provisions of this Act shall apply to electronic cheques and truncated cheques (scanned 
image of cheque) 

 
Section 84C – Punishment for attempt to commit offences 
If a person attempts to commit an offence punishable under this act or causes an offence to 
be committed, then he shall be punished be punished with imprisonment upto half of the 
longest term of imprisonment as provided or with such fine as provided or both 

 
Section 85: Offences by Companies: 

- In case of company the person responsible for the conduct of business shall be liable 
- However, he shall not be liable if he proves that the contravention took place without 

his knowledge or that he exercised all due care to prevent the contravention 
- ‘Company’ includes a firm or other association of persons and ‘director’ in relation to 

a firm means a partner in the firm 
 
 
 
 
Enterprises need to take steps to ensure compliance with cyber laws. Some key steps for 
ensuring compliance are given below- 

1) Appoint a Cyber law Compliance Officer 
2) Conduct regular training of employees on Cyber Laws 
3) Implement strict procedures in HR policies for non-compliance 
4) Implement authentication procedures as suggested in law 
5) Identify and initiate safeguard requirements as applicable under various provisions of 

the Act such as Sec 43A, 69, 69A, 69B etc 
6) Implement security standards 
7) Implement reporting mechanism for compliance with cyber laws 
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2. IRDA Requirements for Systems Control & Audit 
 
 
◙ Requirements of IRDA for Systems Control & Audit: The Insurance Regulatory and 
Development Authority of India (IRDA) has given certain directions to the insurance 
companies for Information Systems Audit. These are as follows 

 

• Audit has to be done at least once in 3 years by a CA firm 
• Current internal/concurrent/statutory auditor is not eligible for the appointment 
• CA firm must have minimum 3 to 4 years IT audit experience 

 

Information to be collected by auditor before starting audit: 
• Locations 
• IT applications 
• Layout of IT systems and network 
• Previous internal and statutory audit reports, 
• IRDA inspection reports and unresolved issues 
• Internal circulars and guidelines 
• Standard Operating procedures (SOP) 
• List of new products introduced during the year 
• List of all investments as per IRDA classification 
• IT security policy 
• Business Continuity Plan 
• Network security report 

 

Systems Controls to be examined by auditor: 
• There should be electronic transfer of data without manual intervention 
• Audit trail required at every data entry point 
• Auditor should comment on audit trail maintained in the system 
• Review FOS, MOS and BOS (Front Office System, Mid Office System, Back Office System) 
• System has separate login for each user and complete trail is maintained for every 

transaction including user ID, date, time, authorization and modification 
 
 
 
 

3. RBI Requirements for Systems Control & Audit 
 
◙ Requirements of RBI for Systems Control & Audit 

 
Sample areas of review by IS auditor are as follows:- 

 
1) Separation of development and operations staff 
2) Contingency plans should be made 
3) Appropriate control measures to protect from attacks 
4) Uniformity of software at All branches 
5) Board of Directors responsible for controls 
6) Annual review of IS audit policy 
7) Quality Assurance review should be done 
8) Separate IS Audit function, IS auditor should report to Chef Audit Executive (CAE) 
9) IS auditor should be independent 
10) Qualification for IS auditor is CISA, DISA or CISSP 
11) IS audit should be conducted once a year 
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12) IS audit should also cover branches 
13) Some other Review areas- 

o IT Governance 
o Testing of controls on new systems development 
o Pre-implementation review of applications 
o Controls are not diluted while migrating to new applications 
o Post implementation review of applications 
o Detailed audit of SDLC process 
o Data migration audit to ensure data integrity in new system 
o Review over IT risk 
o Review residual risk and discuss with senior management 

14) RBI inspection: RBI has an inspection wing which conducts inspection of banking and 
non-banking financial institutions and review over systems audit report 

15) Statutory audit: LFAR has specific questions relating to IT security and BCP 
 
 
 
 

4. SEBI Requirements for Systems Control & Audit 
 
Securities and Exchange Board of India is responsible to the needs of 
- Issuers of securities 
- Investors, and 
- Market intermediaries 

 
As per SEBI stock exchanges shall conduct annual systems audit as follows: 

 
i) Audit shall be conducted as per Terms of references (TOR) issued by SEBI 
ii) Auditor shall be appointed as per the prescribed selection norms 
iii) Same Auditor can perform maximum of 3 successive audits 
iv) Audit schedule shall be submitted to SEBI at least 2 months in advance 
v) Scope of audit can be extended by SEBI as per the circumstances 
vi) Audit report has to be submitted to the auditee. 
vii) Audit report should specify compliances and non-compliances, observations and 

scope for improvement 
viii) Corrective actions must be taken within 3 months of audit 

 

Audit Report Norms: 
i) Systems audit report should be placed before the governing body of stock exchange / 

depositary and should also be communicated to SEBI 
ii) Audit report should have explicit coverage of each area as mentioned in TOR, 

including NC and observations 
iii) Auditor should also provide qualitative inputs about ways to improve the process 

 

Auditor Selection Norms: 
i) 3 years experience of IT audit 
ii) Auditor qualification- CISA CISM or CISSP 
iii) Auditor should follow IT audit framework like COBIT 
iv) Auditor should have no conflict of interest 
v) Auditor should not have any cases pending against him 
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5. Cyber Forensic and Cyber Fraud Investigation 
 
 
- Cyber forensic is one of the latest scientific technique that has emerged due to effect of 

increasing computer frauds. 
- Forensic means scientific method of gathering evidence and investigating and analyzing 

it to prove something in conclusive manner to the court. 
- Court rulings and amendments to cyber laws now permit courts to rely upon digital 

evidence. 
- To ensure that the above objectives are achieved, the experts use standard processes 

and globally accepted methods so that same results will be achieved if the same 
evidence is checked by another expert. 

- Cyber frauds are increasing globally so there is increase in demand of cyber forensic 
experts also. 

 
 
 
 

6. Security Standards 
 

◙ National Cyber Security Policy 2013 
◙ ISO 27001 
◙ ITIL 

 
 
◙ National Cyber Security Policy 2013 

 
Government of India recently published the National Cyber Security Policy 2013: 

 

Vision: To build a secure and resilient cyberspace for citizens, business and government 
 
Mission: To build information and information infrastructure in cyberspace, build capabilities 
to prevent and respond to cyber threats, reduce vulnerabilities and minimize damage from 
cyber incidents through a combination of institutional structures, people processes, 
technology and cooperation 

 
Major objectives of National Cyber Security policy are as follows:- 

i) To provide trust & confidence in IT systems and transactions 
ii) To create an assurance framework and security standards 
iii) To strengthening the regulatory framework 
iv) To create National Critical Information Infrastructure Protection Center (NCIIP) 
v) To develop suitable indigenous security technologies 
vi) To improve integrity of IT products and services 
vii) To create a workforce of 5 lakhs cyber security professionals in next 5 years 
viii) To promote the adoption of standard security practices and procedures 
ix) To enable protection of information to safeguard privacy 
x) To enable effective enforcement of cyber laws 
xi) To create a culture of cyber security and privacy 
xii) To develop public private partnership for enhancing cyber security 
xiii) To enhance global cooperation for cyber security 
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◙ ISO 27001: ISO 27001 is a standard to implement Information Security Management 
System (ISMS) to managing confidential or sensitive information 

 

Four phases of ISMS: 
 

Plan Do Check Act 
 
 
 
1. Plan Phase: The Plan phase consists of the following steps: 

- Scope of the ISMS 
- ISMS Policy 
- Risk assessment 
- Identification of assets, vulnerabilities and threats 
- Evaluating the size of risks 
- Identification and assessment of risk treatment options 
- Selection of controls for risk treatment 
- Obtaining management approval 

 
2. Do Phase: This phase consists of the following activities: 

- Writing a risk treatment plan 
- Implementing the risk treatment plan 
- Implementing applicable security controls 
- Determining how to measure the effectiveness of controls 
- Carrying out awareness programs and training of employees 
- Management of ISMS resources 

 
3. Check Phase: This phase includes the following: 

- Monitoring and reviewing the security activities 
- Regular reviews of the effectiveness of the ISMS 
- Measuring the effectiveness of controls 
- Reviewing risk assessment at regular intervals 
- Internal audits at planned intervals 
- Management reviews over ISMS 
- Updating security plans 
- Keeping records of activities and incidents relating to ISMS. 

 
4. Act Phase: This phase includes the following: 

- Implementation of identified improvements in the ISMS 
- Taking corrective and preventive action 
- Communicating activities and improvements to all stakeholders 
- Ensuring that improvements achieve the desired objectives. 

 
Key benefits of ISO 27001: 

i) Extension of the current quality system to include security 
ii) Identify and manage risk to key information and systems assets 

iii) Provides confidence and assurance to trading partners and clients 
iv) Allows an independent review and assurance on information security practices 

 

Why does a company adopt ISO 27001: 
i) Suitable for protecting critical information 
ii) Provides a holistic, risk based approach to protect information 
iii) Demonstrates credibility and trust with stakeholders, partners and customers 
iv) Demonstrates security status as per international standards 
v) Increase goodwill and global acceptance of the company 
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◙ ITIL (Information Technology Infrastructure library): 

 
- ITIL is a set of practices for good IT Service Management 
- Developed by UK Government 

 
ITIL Version 3 is a set of following 5 books: 

 

1. Service Strategy 
2. Service Design 
3. Service Transition 
4. Service Operation, and 
5. Continual Service Improvement 

 
 
1. Service Strategy: 
- Strategic management approach in respect of IT Service Management 
- Leveraging service management capabilities to effectively deliver value to customers 
- Design, development, and implementation of service management 
- Principles behind IT service management 
- Development of markets, internal and external, service assets, service catalog 

 

2. Service Design: 
- Combining infrastructure, applications, systems, and processes, along with suppliers and 

partners 
- Design and development of services 
- Increase value to customers, continuity of services, conformance to standards 

 

3. Service Transition: 
- Service design and implementation 
- switching new and changed services into operations 
- Controlling the risks of failure and disruption 
- Risk Management 
- Managing the complexity of changes to services 
- Transferring the control of services between customers and service providers. 

 

4. Service Operation: 
- Day-to-day management of IT service 
- Supporting operations by means of new models and architectures 
- Achieving efficiency and effectiveness in the delivery and support of services 
- Ensure value for the customer and the service provider 
- Fulfill the strategic objectives 
- Detailed guidelines on processes, methods, and tools and fixing problems. 

 

5. Continual Service Improvement: 
- Measurement of service performance 
- suggesting improvements to service 
- Creating and maintaining value for customers 
- Combines principles, practices, and methods from change management, quality 

management, and capability improvement 
- Maximizing the effectiveness and optimizing the cost of services 
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CHAPTER 8 – QRP 
 
 

Emerging Technologies 
 

Key Topics: 
 
 

1. Cloud Computing 
 
 

2. Mobile Computing 
 
 

3. BYOD 
 
 

4. Social Media and Web 2.0 
 
 

5. Green IT 
 
 
 
 

1. Cloud Computing 
 
 
◙ What is Cloud Computing: 

- Computing done through Internet 
- Combination of software, hardware and network 
- Anywhere access 
- Location of physical resources may not be known to user 
- Simple front-end interface like Web browser 
- Pay as you use 
- Highly dynamic (Dynamic means which can change as per need) 
- Highly scalable (Scalable means which can be expanded as per need) 
- E.g. Google Apps 

 
◙ Cloud VS Grid Computing: 

 
 Grid Computing 

- thousands of system linked through 
network. 
- problem is divided into many small parts 
which are processed on multiple machines 

Cloud Computing 
– Computing through Internet 
- It evolved from Grid Computing 

Similarity Scalable services by using load balancing (distributing work load on different 
machines as per the available capacity) 
Many customers can perform different tasks at the same time 
Provides Service Level Agreement (SLA) for guaranteed uptime availability 

Difference For large data storage For both small and large data 
storage 

For large and complicated computation only For both large and small 
computation 

 If one component of grid fails them the 
whole system may fail 

Less chances of failure 
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◙ Pertinent Issues: Some important issues/problems related to Cloud Computing are – 

 
i) Threshold Policy: Policy for allocation of resources to clients as per their work load 
ii) Interoperability: Cloud server may not support client application 
iii) Hidden Costs: Cloud vendors may charge several hidden costs later. 
iv) Unexpected Behavior: Client application may not work properly in cloud server 
v) Security Issues: Whether client data is safe in cloud server has to be ensured 
vi) Software Development in Cloud: S/W development in cloud is more cost effective 
vii) Environment Friendly Cloud Computing: It is more energy efficient 

 

◙ Goals of Cloud Computing: 
 
i) Pooling of resources: Common resources can be shared between many users 
ii) Highly efficient IT system: Systems are highly efficient because of load balancing 
iii) Integrated system: Connects all application 
iv) Anywhere Access: Applications can be accessed from anywhere using internet 
v) Cost-effectiveness: Service billing done on ‘pay as you use’ system 
vi) Scalability: Resources can be increased or decreased as required 

 
 
◙ Cloud Computing Architecture: 

 
Cloud computing architecture means the overall structure of the cloud system, which  
consists of many hardware and software resources put together. It consists of Front-end and 
Back-end 

 
 

− Front End Architecture: 
• It consists of client devices and applications which are needed to access cloud computing 

system 
• Front end can be specific client applications or web browsers like Chrome or Firefox 

 

− Back End Architecture: 
• Cloud: Back end consists of cloud itself 
• Devices: Cloud is made up of many computers and servers 
• Data storage: Cloud has its own Data storage systems 
• Application Servers: Different cloud services needs dedicated application servers 
• Central server: It is used for administering the whole system 
• Various Applications: Application can be games, videos, entertainment, data processing 

or software development 
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◙ Cloud Computing Environment: 

 

 
 

a) Public Cloud: 
i) Can be used by general public 
ii) Cloud service is provided by third parties/vendors 
iii) Pay-per-use basis 
iv) Supports SaaS (Software as a Service) model 

 
Advantage: 1) Low cost 

2) Scalable 
Limitation: Security assurance 

 
b) Private Cloud: 

i) Used by individual organization only 
ii) Also called internal clouds 
iii) Built by IT department within the organization 
iv) Uses grid computing and virtualization 

 
Advantage: 1) Improves server utilization 

2) Reduces operational cost 
Limitation: High initial investment 

 
c) Hybrid Cloud: 

i) Combination of Public and Private cloud 
ii) Formed by partnership between private cloud vendor and public cloud 

provider 
 

 
 
◙ Cloud Computing Models: 

 
 

Cloud Computing Models 
 
 
 
 
 

Iaas Paas SaaS NaaS CaaS 
 

 
 

a) Infrastructure as a Service (IaaS): It provides – 
- Computer servers 
- Virtual servers (Virtual Infrastructure) 
- Storage space 
- Does not provide OS and Applications 
- Client has to manage his own OS and Applications on cloud infrastructure 
- E.g. Amazon EC2, HP Cloud 

 
b) Platform as a Service (PaaS): It provides – 

- Infrastructure (as in IaaS) 
- OS and development environment 
- Does not provide Application 
- Client has to develop and manage his Application on the cloud infrastructure 
- E.g. Engine Yard, Google App Engine 
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c) Software as a Service (SaaS): It provides –
- Infrastructure (as in IaaS)
- OS (as in PaaS)
- Applications
- Client just has to login the cloud and do his work
- E.g. Google Docs, Pixlr.com, MS office 365

d) Network as a Service (NaaS): It provides –
- Network services 
- Virtual Private Network (VPN) 
- Mobile network virtualization 

e) Communication as a Service (CaaS): It provides –
- Outsourced enterprise communication
- All hardware and software for communication
- Quality of Service (QoS)
- ‘Pay as you use’ basis
- E.g. VoIP, Videoconferencing

◙ Characteristics of Cloud Computing:

i) Scalability: Capacity can be increased or decreased as per the requirement
ii) Agility: Fast and responsive
iii) Availability and Reliability: Less downtime
iv) Multi-sharing: Multiple users can share common infrastructure
v) Pay-per-Use: User has to pay only for the services which he used on time basis
vi) Virtualization: Servers and storage devices can be easily migrated from one physical

server to another by using Virtualization
vii) Performance: High performance which can be monitored
viii) Maintenance: Easy to maintain

◙ Advantages of Cloud Computing:

i) Cost Effective
ii) Unlimited Storage
iii) Fast Backup and Recovery
iv) Automatic Software Integration
v) Easy Access to Information
vi) Quick Development of S/W

◙ Challenges relating to Cloud Computing: Cloud Security Issues are -

i) Confidentiality: Data is not disclosed to unauthorized person using encryption.
ii) Integrity: Integrity means correctness of data
iii) Availability: Availability means that data is available on time whenever required.
iv) Governance: Lack of overall control over IT by client organization
v) Trust: It is very difficult for the cloud service provide to build trust with the client
vi) Legal Issues and Compliance: IT related laws are different in different countries
vii) Privacy: Privacy risk over client data
viii) Audit: Audit gives the assurance about the security of cloud environment
ix) Data Stealing: There is an inherent risk of data stealing
x) Identity Management and Access Control: Proper access rights to users
xi) Incident Response: Transparent information and incident response mechanism
xii) Application Security: Infected applications should be monitored and recovered
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2. Mobile Computing 
 
◙ What is Mobile Computing: 
◙ Mobile Computing Services: 
◙ Mobile Computing Benefits: 

 

◙ What is Mobile Computing: 
It means using mobile network to transfer computer data. Earlier mobile network was only 
used to transfer voice signals but now it can be used to send and receive data also. 

 
◙ Mobile Computing Services: 

- With mobile computing information can be shared anywhere anytime 
- Various wireless applications are available for Blackberry, iPhone, Android etc 
- It allows mobile workforce to access corporate services anywhere anytime 

 
◙ Mobile Computing Benefits: 

- Mobile workforce (i.e. field executives) can access information anywhere 
- They can update information in real-time 
- Access to corporate services and information anytime anywhere 
- Remote access to corporate knowledgebase 
- Improves management effectiveness and control over mobile workforce 

 
 
 
 

3. BYOD 
 
 
◙ What is BYOD: 

 
- BYOD means Bring Your Own Device 
- Employees can use their own laptop, smartphone, tablets etc. to connect to corporate 

network and access applications 
- This gives employees freedom to work anytime and from anywhere 
- 90% of organization will shift to BYOD very soon 
- BYOD has been made possible due to technology convergence through which many 

features have been integrated in mobile devices 
 
◙ Emerging BYOD Threats: 

 
i) Network Risk (Lack of Device Visibility) 
ii) Device Risk (Loss of Devices) 
iii) Application Risk (Application Viruses and Malware) 
iv) Implementation Risk (Weak BYOD Policy) 

 

◙ Mobile Computing and BYOD: 
 

- Mobile computing and BYOD is the most radical shift in business since the PC 
revolution of the 1980’s. 

- Use of mobile computing and BYOD have made a huge impact on how people work 
and how companies operate 

- These devices act as end points to all types of data networks 
- These devices are light, easy to handle and long battery life 
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4. Social Media and Web 2.0 
 
 
 
◙ What is Social Media: 

 
- Social media is a social network (e.g. Facebook, twitter) 
- Social network is a complicated logical network 
- Social networks are comprised of the most intelligent components i.e. human beings 
- Managing such a network requires lot of collective efforts and collaboration 
- It links the people with common interests and objectives 
- Success depends on contribution, interest and motivation of its members and good 

technology support 
- Web 2.0 has contributed significantly in the advancement of social networks 
- ‘Technology diminishing (reducing) the human distance’ 

 

 
 
◙ What is Web 2.0: 

 
- Web 2.0 is the term given to describe a second generation of World Wide Web 
- Initially Web consisted of static HTML Web pages 
- Now it is a more dynamic web and consists of Web Applications 
- It helps people to collaborate and share information online 
- Increased social collaboration 
- Blogs, Wikis, social networking and Web services are components of Web 2.0 

 
 
◙ Components of Web 2.0 for Social Networks: 

 
i) Communities: Group of people to share their views and ideas 
ii) Blogging: Blogs helps an individual to express his thoughts 
iii) Wiki: Wiki is a set of co-related pages on a particular subject 
iv) Folksonomy: This facility allows users to tag their contents 
v) File Sharing / Podcasting: This facility allows users to share their media files 
vi) Mashups: This facility allows merging two or more different services 

 
 
◙ Types and Behavior of Social Network: 
There are various types of social networks based on needs and goals. Some of the main 
categories are given below 

 
i) Social Contact Networks 
ii) Study Circles 
iii) Social Network for Specialist Groups 
iv) Network for Fine Arts 
v) Police and Military Networks 
vi) Sporting Networks 
vii) Mixed Networks 
viii) Social Networks for the ‘inventors’ 
ix) Shopping and Utility Service Networks 
x) Other miscellaneous networks 
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◙ Life Cycle of Social Networks: 

 

 
 
 
◙ Impact of Using Web 2.0 on Social Networks: 

 
- Significant effect on society as a whole 
- Medical professionals have significantly benefited from such networks 
- 89% of physicians use at least one Web 2.0 tool in their practice 
- Increasing the knowledge: Doctors are connecting using Web 2.0 
- NGO’s and other social service organizations are also using such networks 

 

◙ Future Scope of Web 2.0 in Social Networks: 
 

- Contribution for social networks 
- There are still a number of areas that needs improvement 
- Web 2.0 can contribute in areas like space exploration, scientific experimentation, 

social science and collaborative research 
- It is becoming more secure, robust, transparent and more user-oriented 
- New features are being added in Web 2.0 like video conferencing etc 

 
◙ Benefits and Challenges for Social Networks using Web 2.0: 

 
Benefits: 

- Affordable cost 
- Very easy pick-up time (i.e. easy to learn and start using it) 
- People centric 
- Social and geographical boundaries are being reduced 
- Increase people collaboration 

 
Challenges: 

- Data security and privacy issues 
- No centrally mandated administrative service 
- Many social networks are still offline 

 

Click Here to Get More Updates On CA & CS On WHATSAPP

http://www.caspot.com/p/updates-in-whatsapp.html


Ch 8. Emerging Techonologies (Pg 8) Sumit Shanker (FCA, DISA, CISA) 

5. Green IT

◙ What is Green IT:

• Green IT refers to the study and practice of using IT resources in a more efficient and
environment friendly way

• Computers consume lot of natural resources, raw material to make them, power to run
them and then problem in disposing them

• Green computing is the environment friendly use of computers and other IT resources
• Environment Protection Agency (EPA) introduced the concept of ‘Energy Star’ for

labelling energy efficient products

Steps for green IT: 

i) Power down the CPU and other devices when they are inactive
ii) Try to do computer related tasks in continuity and power off the device at other times
iii) Power-up and power-down energy-intensive devices like laser printers
iv) Use LCD monitors instead of CRT
v) Use notebook computers rather than desktop
vi) Use power management features to turn off hard drive when system is inactive
vii) Minimize the use of paper
viii) Recycle waste paper
ix) Dispose of e-waste according to the law
x) Use alternative energy sources

◙ Green IT Best Practices: Best practices for Green IT as per the experience of practicing
professionals are as follows -

- Involving Stakeholders: Participation of all user community
- Partnering: Partnering takes full advantage of the existing resources
- Guidelines: Guidelines for green IT should be available to user community
- On-going communication: On-going communication amongst users about green IT

◙ Relevant Facts:

- All business organizations, whether big or small, use IT
- Lots of resources are required to make this IT work
- Later these devices are discarded as waste
- Now it has become necessary to take green IT initiatives
- Many IT vendors are taking initiatives by making their products more energy efficient

and recycling material 

◙ Green IT Security Services and Challenges:

- The basic aim of ‘Green IT security service’ is to reduce the energy consumption of
customer and move towards sustainable computing technology 

- Green IT services gives benefit to the client as well as the service provider
- If administered properly green security can be cost-effective
- How to evaluate a client’s infrastructure is a real vital issue
- Green IT also focuses on reducing the environmental impact of the organization
- Green IT is still in evolving stage

Click Here to Get More Updates On CA & CS On WHATSAPP

http://www.caspot.com/p/updates-in-whatsapp.html
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